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Cyber security represents the essential issue and takes the top priority not only for
enterprises of all sizes but also national security. Nowadays, many enterprises invest
heavily in cyber security to protect their cyber environments and information and
communication technology. Therefore, several enterprises embrace security policies as one
of security defense solutions to safeguard from any attacks before the damage is done and
negative effect occurs on the business of the enterprise. In this study, significant and
common cyber security policies of different enterprises are compared and discussed. These
enterprises include health sector, financial sector, educational sector, aviation sector, and
e-commerce. The purpose of this study is to build robust and inclusive cyber security in
each company and enterprise. The result of this study indicates that there are ten
important common security policies should be applied in each enterprise and organization.
These policies include privacy policy, data protection policy, data retention policy,
information security policy, E-mail security policy, physical security policy, website security
policy, cloud security policy, network security policy,

and access control policy.

Additionally, results of this study show some cyber security policies to be more critical and
important from enterprise to enterprise. That difference in priority of these security
policıes depend on the nature of information under control enterprises and security needs
of enterprises to these security policies.

Keywords: Cyber Security Policies; Security Of Enterprises ; Privacy policies ;
security of information and communication technology;Access control policies ;
network policies.
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Sanal güvenlik, sadece tüm ölçeklerdeki işletmeler için değil aynı zamanda milli güvenlik
için de temel sorunu ve üst düzey önceliği temsil eder. Günümüzde, birçok işletme, sanal
çevrelerini ve bilgi ve iletişim teknolojilerini korumak için sanal güvenliğe büyük ölçüde
yatırım yapmaktadır. Bu sebeple, birçok işletme, bir hasar gerçekleşmeden ve işletmenin iş
alanında negatif bi etki oluşmadan önce herhangi bir saldırıya karşı savunma ve güvenlik
çözümlerinden biri olarak güvenlik politikalarını uygulamaktadır. Bu çalışmada, farklı
işletmelerin dikkate değer ve yaygın sanal güvenlik politikaları incelenmiş ve tartışılmıştır.Bu
işletmelerin içerdiği alanlar sağlık sektörü, finans sektörü, eğitim sektörü, havacılık sektörü
ve e-ticarettir. Bu çalışmanın amacı, tüm şirket ve işletmelerde güçlü ve kapsamlı sanal
güvenlik kurmaktır. Bu çalışmanın sonucu, tüm işletme ve organizasyonlara kurulması
gereken on adet önemli ve yaygın güvenlik politikası olduğunu göstermektedir. Bunlar;
gizlilik politikası, veri koruma politikası, veri saklama politikası, bilgi güvenliği politikası, eposta güvenliği politikası, fiziksel güvenlik politikası, website güvenliği politikası, bulut
güvenliği politikası, ağ güvenliği politikası ve erişim denetimi politikasıdır. Ek olarak, bu
çalışmanın sonuçları, bazı sanal güvenlik politikalarının işletmeden işletmeye daha önemli
ve kritik olduğunu göstermektedir. Bu güvenlik politikalarının önceliklerindeki farklılıklar,
işletmelerin kontrolü altındaki bilginin türüne ve bu işletmelerin bu güvenlik politikalarına
olan güvenlik ihtiyaçlarının türüne bağlıdır.
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CHAPTER1
Introduction
1.1 Motivation and Background of problem
"Cyberspace is accepted now as a domain equal to land, air, sea, and space".
Deibert and Rohozinski (2010).
Cyberspace is now considered as another giant leap as other important domains in
the world of development, like printing or the phone. The reasons are due to its
potential to connect individuals and groups with each other in learning, research,
trade, health, transportation and financial transactions .
"Cyberspace" is a digital and virtual world through which people can communicate
anytime and anywhere using the Internet, computer networks, and or any other
similar resources. The term was first coined by William Gibson who is an American
science fiction writer . The term also refers to anything created in relation to the new
technologies such as cell phones, mobile telephones, iPhone , off-line or on-line
computer devices, and any information

stored or transferred through computer

networks such as databases and electronic records (Westfahl,2013).
Nowadays, cyberspace plays an irreplaceable role within every aspect of our lives. In
what follows, these roles are explained in different sectors.

A- Finance
Cyberspace has a lot of importance in the financial world and different economic
sectors across the globe. E-banking, for example allows customers to open the
accounts, manage such bank accounts in the long-term, carry out financial
transaction, access different sources related with financing ,and check out other
accessible accounts and pay monthly bills from anywhere and at anytime-convenient
(Poon, 2008). They can do their transactions of money from home instead of
physically visiting a physical branch of a bank. Additionally, E-banking services
like ATM machines, and electronic transactions, are available for use by anyone. Ebanking is accessible all day and all night, not to mention providing quick and

convenient ways to execute any form of operations as stated before. Users can pay
utility bills from cell phones, and smart phones from home or office (Auta, 2007).
Furthermore, each month ,bank customers can view their income and expenses
automatically, access up- to -date details of recent banking activities ,even pending
transactions. For instance, they can monitor and execute a transaction by logging in
to their bank's Web site, enter username and password and continue without any
other hassle such as commuting to the bank.

B- healthcare
Today, E-Healthcare is bringing about a big shift in the world of technology applied
in electronic health records. Substantial health improvements as a result of
technological revolutions in the last decades provided many people with various
health services, some of which are clinical portal and, patient portals. Patients can
easily access their private health information from anywhere ,anytime. For instance,
they can view certain medical websites from home, office, and hospital in office
hours or after. E-healthcare is also being used in emergency services; for example,
patients are now remotely monitored using technical devices such as diabetes
monitoring equipment which transmits data wirelessly. E-healthcare has become the
solution for reaching far-away villages, by providing telemedicine services (Rice,
2006). Moreover, advanced technology has brought about many effective tools that
enable doctors to communicate with each other and exchange their clinical
experiences. Telemedicine services also include remote treatment, medical training
of clinical technical staff, and medical conversations (Tan, 2012). Furthermore,
modern electronic medical services enable better diagnosis and better care. Medical
health websites allow for the patient to obtain trusted and authentic information from
various sources. It is known as "Internet prescription", and such medical Websites
are managed by healthcare organizations. E-healthcare provides tools to help patients
in managing their health information, schedule their appointments with their doctors,
and get their test results quickly. The related technology also enables the patients to
check their health in easier and cheaper ways through self –health check. All these
services combined have advanced global health (Reis et al., 2016).

C- Transportation
Transportation technology industries have been constantly growing and developing.
There are various electronic services in the e-transport industry. Firstly, using
software applications help passengers with ticket reservations by offering a
replacement for them, i.e. e-tickets system, which help the traveler to buy tickets
from the Internet anywhere , anytime (Chin, 2013). Additionally, on-line requests
can be made for travels schedules and itineraries. Secondly, there are different
programs that provide facilities for passengers and can be easily loaded onto the
computer. For example, software programs enable the user to search for cheapest
flights and log to flights from home or anywhere (Koonce and Bramble, 2009).
Similarly, electronic checklists applications, cheap aviation charts, and plates
program, simple parking services, and aviation weather services are also available
thanks to this technology in cyberspace . For instance, a traveler can use the Xerox
seamless application on a smart phone which enables them to pay transportation
services costs in any way desired. Finally, this advanced technology has introduced
modern facilities to train pilots as in digital aviation training applications, virtual
courses classroom, computer-based training devices, and simulations (Wang and He,
2011).

D- Education and learning
Education is greatly

responsible for driving changes in a society. Therefore,

electronic-learning is becoming a familiar way for doing so in most educational
institutions. Many universities are interested in gaining benefits from advanced
technology in education. There are many ways to do so; one of these forms is online courses, which allows teachers to offer tutorials in real-time. This is also called
"synchronous learning" (Crane, 2016). Moreover, instant messages, educational chat
facilities, video conferences such as Skype conversations application, and
synchronous seminars are among the other tools offered by the technology. These,
alongside-interactive lectures, increase the opportunity for a

global educational

connectivity and experts collaborations to benefit all learners, especially those in
remote areas. Another form of distance-learning is that students can get the
information that they need whenever they need it. This learning form allows the

participants to take their classes at their own locations without live interaction with
instructors. All the information is accessible on a 24 -hours - a day, 7- days- a week,
and 365- days -a year basis. It is called by research team at NJIT

,"virtual

classroom" " asynchronous learning " and also makes possible interaction amongst
the participants through message boards and emails similar to computer- based
training (Oye et al., 2011) . Asynchronous online courses are, in a sense, virtual
classrooms . Some universities combine self-study with traditional face- to -face
education. For example, students learn theory in their own free time and before a
certain date; then they go to actual classes or workshops where applications of the
theory are carried out. Mobile learning is another model for digital learning. This
learning style enables learners to interact in a suitable time from their mobile devices
in remote distances (Mc Brien and Jones, 2009). Such learning aids are considered
as training materials. Other on-line materials, like wizard performance support
applications, are also available for use by learners.

Advanced technology also

provides digital libraries such as The Institute of Electrical and Electronics Engineers
library , Association for Computing Machinery library,

and a Web of science

library. These libraries enable students reach scientific research from anywhere
(Jung, 2005).

E-Electronic commerce
In the last decades, technology has introduced significant advantages into our lives
especially in the economic sector. One of the main reasons behind economic growth
is electronic commerce .E-commerce can be defined as a new smart way to business
conducted on the Internet. Today, anyone can easily buy and sell goods and services
over the Internet from anywhere around the world.
E-commerce further provides many facilities such as electronic payments also
known as "digital money" by means of credit cards. E-commerce has massively
impacted the economy in almost all continents. Today, Asia represents the largest
on-line market in the world. At the end of 2005, Asia Pacific and Latin America
countries had more than $-5 trillion worth of Internet transactions (Kaynak et al.,
2005).

Not only Asia as a whole has been affected by this trend, but India's

economy, in particular, is mainly driven by electronic business. At the end of 2005,

the population of Internet users was more than 39,200,000 in India according to the
Internet World Stats (Khan and Mahapatra, 2009). Nowadays, India has an even
more massive on-line market. At this point, it is important to mention some of the
popular Internet-based retailers, such as Amazon, which was established in 1994 and
until today, has managed to remain the biggest electronic retailer market worldwide
(Edelman, 2010).
There is no doubt that the presence of the Internet in our lives and in general has
made an explosive change in the reality of the communities, in the way of access to
information and news, and in facilitating various day –to-day life affairs and chores
such as paying bills and buying and shopping, In this manner, the Internet may have
become the new reality and people have turned the base of their lives toward
embracing this technology ,so much so that, in some countries the issue is being
regarded as human right matter. However, even though cyberspace may represent
useful domains, it also represents threats to security and privacy (Fidler , 2011).
Cyberspace is all but insecure because any of these various modern sophisticated
cyber-threats attacks can easily penetrate security and privacy. Some forms of these
threats are as follows:
• Malware, are malicious codes, such as computer viruses, worms, Trojan horses,
spyware, etc., and represent difficult threats to many computer systems. These
attacks spread through the Internet causing infections for enterprise desktops or
laptop. These attacks lead computer systems to require total rebuilding,
reinstallation, temporary damages in good-case scenarios.
•

Viruses, are software programs or files that can spread from one computer to

another and leave infections on the target computer systems, causing a further
spread of that infection through the Internet.
•

Worms, are similar to the virus by design and are considered to be a sub-class of

a virus. The worm spreads from computer to computer, but unlike viruses, it has the
capability to travel without any human action.
•

Trojan, is a program that appears to have a useful function but that contains a

hidden function that presents a security risk.

• Spyware, is malicious software that breach computer systems to collect personal
information of the users and originate from infected computer systems or websites .
• Hacking, is any technical effort to manipulate the behavior of network connections
and connected systems. Hacking a computer network is often done through scripts or
any other network programming. These programs generally manipulate data passing
through a network connection in a way designed to obtain more information about
how the target system works.
 Denial of service, or distributed denial of service attack is an attack on a Website in
which an attacker uses specialized software to send a flood of data packets to the
target of a computer in turn. distributed denial of service attack is a denial of service
because of illegal access of attackers to many computers on the Internet and the
target computers.
•

Phishing,- is a fraudulent attempt, usually made through Email, to steal one's

personal information.
•

Spam, is the abuse of the electronic messaging system to indiscriminately send

unsolicited bulk messages. Phishing can occur through Emails, passwords, account
numbers, and visa or any other credit card payment systems.
• Bonnets, are a group of computer or network infections created by suspicious
programs through dispatching Email phishing, or a large-scale spam in order to
remotely access devices of networks and steal data on these devices (Mc Guire and
Dowling, 2013).

1.2 The purpose of study
Due to these threats, cyber-defense has now become an important mission both
internationally and regionally. "Security" is defined as the condition of not being
threatened under any types of hazards such as those physically, psychologically,
financially, emotionally, etc. Security plays role for communities, nations, and

business organizations. Today, this has a critical effect on the safety of individuals as
well. There is also a broader impact of security at the national level. For this reason,
security is becoming one of the significant factors in the success of any corporate
and enterprise either in the public or private sector (Fischer and et al, 2012).
Security of cyberspace is one of the domains that represents defensive weapons that
fight against cyber crime in both public and private sectors. First, there are
responsibilities to protect telecom service providers, network service providers,
Internet service providers, Web host , search engines, on-line Websites, blog service
providers, on-line payment sites, etc. Cyber security goes beyond protection and
expands to certain duties of interception, disclosure, monitoring, blocking access to
certain types of content, evidence-collection, evidence-retention, and preventive
measures (Bertino and Ghinita, 2011). The other aim is to protect private information
from being stolen through exploitation and security breaches which

constitute

widespread cybercrime, and need prevention from theft and phishing. Additionally,
there are different proactive policies, legislations, and standards that help regulate
affairs especially to protect the security of our data and our privacy (Smith et al.,
2011). Otherwise, access will be limited to information by further authentication of
information to allow authorized access and prevent any unauthorized ones ( Ruj et al,
2012). Finally providing technical support, such as antivirus programs , backup plan
strategies can help deal with this issue ( Sveen et al., 2008).
Therefore , we need "cyber security" in a way that is the accumulation of policies,
devices, activities, processes, security ideas, rules, risk management approaches,
security shields, and best practices that can be utilized to protect our cyberspace and
client's advantages or state affairs. This can be done by protecting these potential
target computer systems (operating system, user application), computer devices,
computer resources (data), network device (Internet, LAN), communication devices
and information stored therein or transferred through cyberspace, network services,
embedded processors, controllers and all critical assets that use information
technology so as to be defended against damage, unauthorized intrusions, misuse,
disclosure, modification or exploitation, destruction ,cyber threats and risks (both
physical, and non physical), viruses, phishing, distributed denial of services (DDOS)
to prevent modern sophisticated attacks. All of these can be accomplished by using
encryption, error checking methods, prevention systems, detection instructions tools.

Such measures are taken so as to ensure data is only accessed by authorized users,
known as "confidentiality"; next ,to guarantee data is correct and accurate and there
are not malicious software deface data, known as "integrity". Third, to ensure all
network devices are accessible to the real user, called "availability" (Solms and
Niekerk, 2013).
There is a difference between information security and cyber security. Information
security is the protection of information against any damage; whereas , cyber security
has a wider meaning by aiming to safeguard not just information, but also people
who use cyberspace and their assets, from hackers as well as the defense
communication technology of cyber environments (Solms and Niekerk, 2013).
Security policy components
A governing policy is a document for all information security aspects and describes
whole security policies. It also contains technical security policies and end-user
policies, and

represents

a guideline for each enterprise( Buchanan, 2011).The

following details each policy:
Technical policies are solutions and security technologies. They cover security
requirements but do not deal with how to use these requirements (Vachon, 2012).
End- user policies are security detail guideline documents for end-users. They are
drafted in order to control human behavior, explain accepted and unaccepted
behavior, avoid the wrongs and guide to the right behavior (Richet, 2015).
" Privacy policy" aims to protect personal information and prevents collection,
disclosure, transfer, or use of such data to the third party without the approval of the
individuals , except in cases of legal requests. For example, many client profiles
include their name, address, Email, passport number, account number, PIN number,
all of which may be revealed in an illegal way which constitutes an invasion of
privacy (Mills, 2008). Information that should be protected, it can category into two
types as follow:A-Personally identifiable information (PII) is information that can be used to
distinguish individuals such as user ID,password, birth date, passport information,
health insurance accounts financial accounts as well as contact information like

phone numbers, Email addresses, and location information such as home addresses,
businesses address (Pearson and Mont, 2011).
B-Non-personally identifiable information (non-PII), is any personal information
that does not reveal identity of the users like age, behavior on Internet browsers,
visited Websites, comments, jobs, beliefs, languages, customers activities, etc. on
websites or the concerns of visitors or gender (Oostveen, 2011).
One of the technical solutions to protect the privacy of Web browsers, is called
"cookie". This technique helps us to better understand the behavior of users, and
reveals the sections visited by users on our website; it searches on the Web, and
works to evaluate customer behavior as well as, tracking the users by the history data
saved on the user's computer. For example, cookies of an E-commerce Website
request users to fill their personal information in order to save such information to
recognize clients ( Soltani,et al. 2009).
Today, a majority of enterprises are increasingly dependent on the digital sphere.
Therefore, the security of digital sphere is one of the factors for success in any
enterprise. Unfortunately, recently many companies have been exposed to diverse
cyber threats. For example, in 2005 Christopher Maxwell was guilty because of
installing software, causing major disruptions to computer networks for the hospital
(Choo, 2007). Also, in 2006 Microsoft reported an infection of about 4 million
computers and servers by 10,000,000 malicious software. Recently, Google has been
detecting numerous malicious software web pages, has found that one million web
pages are infected by such software and more than two-thirds of the affected
computers, had their information stolen regarding banking transactions. Later, a fake
phishing email was sent to them, In 2006 , Jeanson Ancheta hacker attacked various
cyber advertising companies by using malicious codes, and made more than
$100,000 in ransom (Wilson and et al , 2008).
For this reason, many enterprises are now using security policies as principles to
protect their security and privacy. One can define " security policy" as regulations
and rules that, govern users and explain how to use the information and resources in
private organizations, public firms and professional services (Bottino, 2006).

There are many existing resources for cyber security policy-making, but there is
little knowledge about common cyber security policies for different enterprises.
Therefore, the present study on cyber security policies can help to recognize what
best cyber security policies should be put in use in enterprises.
1.3 Significance of the study
The objective of this study is based on data regarding how the risks are recognized
by enterprises, and the tools to be used in cyber security. To address the current risks
to data, enterprises propose some strategies and structures for such policies. These
are :


The challenges of cyber security policy encountered by each enterprise;



Spotting the strengths and weakness of cyber threats to data;



Comparison of the common features in the cyber security policy of each
enterprise.

1.4 Research Questions
A case study of cyber security policies of different enterprises is introduced which
consists of some common attributes shared by all. To do so, the following questions
are posed and addressed:
1- What infrastructure is needed by enterprises to build a robust and inclusive cyber
security in each company?
2 -What are the rules and policies that organizations should have applied in their
cyber security policy efforts ?
3 - What laws are implemented in organizations upon establishing their cyber
security policies of each company?
4 - What are the approaches and tools that organizations use to prevent malicious
intent?
5 - What is the policy agreement of each company?
This study will focus on the cybersecurity policies of the enterprises and
comparatively investigates these policies contributions in directing vision enterprises.

We selected a variety of cyber-security policies to help enterprises to improve those
cyber security policies in the near future. The data is collected in the form of a case
study .We used all previous studies, research papers, journals consisting of any data
related to this study. In addition, enterprises websites that include whole information
and policies are utilized. The Atilim university library's on-line resources are also
taken in as there are the IEEE website, Science direct and Springer link .
1.5 Thesis Organization
This study is organized as follows: Chapter two contains Literature review, Chapter
three contains cyber security policies, Chapter four contains Cybersecurity
comparative scenario and summary results and Chapter five contains discussions of
common attributes and conclusion.

CHAPTER 2
Background Information and Literature Review
Background
In this study, we will compare cyber security policies in different industry sectors
offering customer services. These include financial, healthcare, aviation, education, and
E-commerce. Moreover, we will attempt to find the common cyber security policies
used in these industries. The main purpose is to highlight more critical security policies
to the enterprises. In this chapter, literature review appears which covers the period
between 2010 to 2017. A total of twenty-seven research are examined, all related to
cyber security policy and information and communication technology policies for
different enterprises.

Literature Review
2.1 Cyber Security Policies
London (2013) reviews information technology aspects and the results of the lack of
awareness in the field. Author focuses on data protection, data security and
information privacy laws in five countries and what privacy-enhancing technologies
are available, especially privacy policies under the US laws, such as Health
Insurance Portability and Accountability Act, Gramm-Leach-Bililey Act, Family
Educational Rights and Privacy Act. Author examines international legal security
and privacy laws used in industries such as banking, healthcare, education, and
compares these laws. Author's work concludes with attempts in South Africa to
constitute privacy and security laws.
Yoo (2012) finds a solution to violating personal information through unauthorized
disclosures and identifies theft, which causes financial loss or loss of jobs. The
author classifies personal identifiable information into medical, financial, and
socially accepted information and defines what privacy protection laws are needed
for each one, such as Health Insurance Portability and Accountability Act ,GrammLeach-Bililey Act,Economic and Clinical Health (“HITECH”) Act. Furthermore,

author suggests setting up compensation policies for data collection and violation
without consent by individuals, and that such amounts of penalty depend on the
nature of the sensitive data. The author also refers to the bad effect and actual harm
of these breaches such as monetary loss . In the end, the author urges that Congress
should turn FTC laws for data protection into compensation law. The author also
indicates that although setting database protection compensation is a challenge, there
should be such laws for private enterprises in sectors such as healthcare, banking,
and trade. In addition, author explains the importance of awareness in data
protection.
Zissis and Lekkas (2012) review security requirements in Cloud computing
infrastructure and the information and communication security issues by categorizing
these security requirements within three different levels (Application level , Virtual
level, Physical level). The security requirements in application level is privacy data
in multitenant environment , communication protection, Software security and access
control mechanisms. At the virtual level, there is application security, Cloud
management control, Virtual Cloud protection, Communication security and secure
images; whereas, at the

physical level, there is hardware security, network

protection, and network resources protection. The authors also indicate that not all
traditional protection mechanisms are effective and refer to the importance of
finding new protection mechanisms to be used in Cloud architecture. It is further
explained what Cloud security includes: first, trust in Cloud computing depends on
the model deployed with consideration of physical and programme-related security
policies for the security of data and application in Cloud. Second, confidentiality and
privacy is achieved through limiting- access protected data by only authorized
parties. Third, the integrity is protect data and software from modification in Cloud
environments. In the end, proposals are made for the use of the trusted third Party
concept in Cloud security by setting specific security features such as server and
client authentication, cryptography data, and certificate-based authorization.
Chen and Zhao (2012) review data security and privacy protection issues in
enterprise Cloud computing. The authors define Cloud security to include computers,
networks, and information all together, while further explaining privacy laws and
how these laws are different in various countries. Security solutions are highlighted
which are currently used to protect data at the application, transfer, sharing, and

storage phases. The authors also refer to problems with some of the current security
solutions to fit to Cloud environments such as: encryption and traditional data
integrity additionally explaining certain challenges in the protection of personal
information while sharing data in such environments. The challenge of privacy of
information in Cloud includes two concerns: if personal information can be accessed
by third parties without acknowledgement, and whether personal information of
website visitors are shared or collected by third parties. The authors explain that
sensitive data should be separated from non-sensitive data, and that the former
should be encrypted. Finally, suggestions are made for future security solutions in
the form of using user-account provisioning to ensure authorized access as well as
accountability rules to protect data and verification access.
Kaushik and Singhal (2012) explain network security as information security for all
information transfer networks, and divide network security into hardware, software ,
and information categories. Then, they examine different current security
mechanisms such as encryption data transmission, control access mechanism, trusted
third party to block unauthorized users, authentication mechanisms such as identity
name and
detection
review all

passwords, monitoring network traffic such as firewalls, intrusion
and prevention systems and, lastly, anti-virus softwares. The authors
security measures and tools to provide secure communication in

networks. In the end, the authors focus on using cryptographic techniques to protect
data transmitted through networks.
Subramanian and Kumar (2016) present effective information technology policies
modeling and explain important technology policies for different organizations to
include antivirus updates for protection against all types of attacks, system cleanup of
unwanted files, periodic backing up data, router backup, and mail backup, Backup
strategy alongside periodic patching, updating, and maintenance. Finally, the authors
summarize their overall discussed information technology security policies.
Bilbao et al. (2013) review information technology policies of big data for
organizations and commerce such as storing big data in distrusted systems by
separate groups, different types of data such as financial data, educational data and
management related data, and the monitoring of these groups by specific departments
to prevent access without authentication, and using data sharing by log information

to access data in an organization. Other topics in that paper include the control of
data sharing among systems by a partner organization, securing storage for private
data and trust-sharing network data, using biometric signatures to ensure secure
identity credentials and using the third party to ensure trust network agreements.
Liu et al. (2012) analyze authentication and access control policies to ensure privacy
and security on the Internet. In section two, the authors describe authentication
mechanisms and access control, focusing on cryptosystems and authorization by
describing home registration authority designs to differentiate between two entities.
Then, the organization role is referred to in granting authorization and session secure
key policies to grant access to resources within the establishment.
Subashini and Kavitha (2011) review data security policies to protect data
organizations. Firstly, the authors discuss how leakage of data should be prevented
in organizations by data-user segregation, as well as using data backup, secure
encrypted storage, restricting access to certain data just for an authorized individual,
thereby limiting access to merely authorized employees in the organization.
Authentication and authorization are the other issues addressed to manage access to
data. The authors point out to the use of

encryption mechanisms for data

transmission and storage to ensure security. Furthermore, the use of monitors is
indicated and data examination to avoid any criminal activity. It is emphasized that
all organizations should periodically manage their database of employees to remove
or disable those who leave the organization, clearly to avoid future mishaps. Finally,
the authors indicate the necessity to enact laws for data protection in government
organizations.
Kalpana and Singaraju (2012) proposes using RSA algorithms to provide data
security in the organization. Secure mechanisms to ensure privacy and confidentiality
for authorized access, and secure virtual memory and storage in Cloud service
providers to prevent data tampering and ensuring integrity. Also that customer data
should be assigned to particular locations in secure servers that require strong
authentication processes to access such data. alongside secure data mobility. The
author also describes storage of multiple copies of the data in different secure
servers – in other words, backup services to guarantee availability. Reference is
made in section three to data confidentiality and availability as one of the primary

obstacles in Cloud computing technologies to provide secure data in such
organizations. In the final section, the author proposes using Public-Key algorithm
used to encrypt data of users to provide security for these data in Cloud computing
environments.
Patil et al. (2013) propose

User Specified Content Security Policy, a Firefox

extension to protect Websites from content injection threats. In section two, the
authors propose using user-content security policies that allow developers and users
to write such documents for Website . This user content security policy prototype is
uses both developer and user-specified Website security policies through add or
modify these policies on graphical user interface. Allowing for the browsers to avoid
cross-site scripting and click-jacking attacks. It also gives users the ability to modify
Website security policies according to their own security interests.
Saiedian and Broyles (2011) review different Website security policies, one of them
being the “same–origin” policy that avoids cross-site malicious codes from other
Websites to access user rights and authentication information. In addition, some
protection measures are proposed to be taken by developers, such as scanning tools
and services, confining untrusted domain data to one’s own, avoiding dynamically
generated codes, hypertext markup language code validation and escape of untrusted
data, using the hypertext transfer Protocol Only cookie attribute and cryptographic
tokens for high-risk GET/POST requests, avoiding third-party codes, user
precautionary reminders by e-mail or Website notifications to educate users about
Web applications. Finally, Web protection can be ensured through limiting access
by third-party entities while allowing trusted ones access, In the end, new browser
security models are introduced that enforces access control to provide cryptographic
server identity.
Crossler et al. (2013) highlight important information concerning security policies
and

improving information security compliance. Author, refers to importance

behavioral Information Security, which deals with individuals' behavior to protect
information by means of using anti-malware software, backup data, secure wireless
networks. Proposed further are technical devices to ensure security of information in
organizations with the help of intrusion and detection devices or firewall protection.
In section three, authors provide examples of security awareness by separating

insider deviant behavior from insider misbehavior, such as a simple password use,
visiting malicious Websites, having unsecure servers, opening untrusted mails. In
section three, authors indicate data collection and what measurement solutions exist
to offer exclusive access to authorized users only.
Gokhale et al. (2011) reviews retention data policies applied to manage secure
storage and retrieval of electronic data in computer systems and recordable media in
electronic information systems. Author proposes software module in media
management components responsible for storing, archiving and recovering data as
well as maintaining multiple copies of data and information systems.
Abomhara and Køien (2015) review protection of Internet-of-Things devices and
information and communication systems and what types of threats exist against
Internet-of-Things environments. The authors define security policy as not only for
the protection of services, information, and data, but also for physical devices.
According to these two, physical security protects physical devices from theft, loss,
damage, disabling system operations, and damaging of the connection devices from
tamper; for example, the protection of hardware components, mobile phones,
sensors, and memory as well as any technology devices within homes or business
environments and buildings. The authors also highlight the kinds of threats that
attack Internet-of-Things assets and resources and explain what effects these threats
can have on asset Internet of thing environments. For instance, some of these threats
can affect the functions of Internet-of-Things assets. Later, some security
mechanisms are introduced against threats, such as access control, authentication,
and identity management .

2.2 Information and Communication security Policies and Cyber security
Policies in Different Enterprises
Solms and Niekerk (2013) explain what cyber security is and its difference with
information security. The author refers to cyber security as a more extensive term,
and that it is not only information security but also protection of cyber users and their
assets or organizational assets and cyber environments. A definition is provided as to
information and communication technology security as protection technology

systems that store or transmit information. While cyber security is defined as the
collection of tools, policies, security concepts, security safeguards, guidelines, risk
management approaches, actions, training, best practices, assurance and technologies
that can be used to protect the cyber environment of organizations and users' assets,
cyber environments of organizations include computers, networks, personnel,
infrastructure, applications, services, telecommunications systems and information
transmitted or stored in the cyber environments from attacks, damage or
unauthorized access. The general cyber security objectives are to

ensure its

availability, integrity, authentication, confidentiality, and non-repudiation in cyber
environments.
Susanto and Almunawar

(2012) review information security awareness and its

impact on corporate business processes. The authors refer to all employee
responsibilities to protect physical and privacy information, and computer devices.
Additionally, the importance of stakeholders security awareness is emphasized to
protect assets within organizations. In section three, the authors address information
security standards such as information security management system "ISO 27001" is
designed to ensure confidentiality, integrity and availability of information that
includes information security policy, communications and operations management,
access control, information system acquisition, development and maintenance,
organization of information security, asset management, information security
incident management, business continuity management, human resources security,
physical and environmental security, and compliance. Finally, the authors refer to
some security policy to protect against information-targeted attacks

such as

password policies and use of two-factor authentication and protection against
physical access to information-technology facilities.
Martins et al. (2012) explain potential risks of using ICT in the banking sector and
the important role ICT security policies in Internet banking to avoid these risks. The
authors state that this sector has to use easy platforms and useful information on
banking websites that will reduce risk in usage behavior. Other user behavior to be
made common is secure and hard-to-figure passwords, keeping passwords safe and
immune to forgetting, and caution when using free-Web services. The authors
explain some important security policies such as trusted and fast Internet connection
to make financial transactions, secure communication to ensure confidence among

customers and making possible ICT monitoring. It is further indicated that end-user
training policies and awareness-raising among customers can greatly benefit Internet
banking, plus improving certain operational skills like learning how configurations
work, connecting safely to the Internet, and learning about user platforms. The author
also adds that there should exist technical support, while further highlighting the use
of privacy policies to protect personal information.
Goyal et al. (2012) study research literature about mobile security challenges in
mobile banking and what is strategic, legal, and ethical in mobile banking in the case
of India. The authors indicate what important measures can ensure security in mobile
banking. First, they point to customer awareness for using trusted mobile banking
applications and preventing misuse of these applications. Later comes the issue of
educating customers to safely save their passwords in their mobile log files. Second,
importance of protecting customers records is discussed and that transaction
information or credit dates should not be lost. Only authorized customers should be
allowed to process related banking information. All these measures are taken to
ensure privacy for customers. Moreover, the importance of sage grade and fool-proof
banking systems should not be forgotten against cyber attacks with the help
numerous mechanisms such as public key infrastructure security, biometrics, and
passwords. The authors also indicate that there are different aspects in mobile
banking that require some degree of security solutions one of which is encryption to
ensure security in wireless application protocols used to transfer data between users
and banks. What’s more, Personal Identification Number authentication methods can
be applied to login in banking systems. The authors also refer to the use of firewalls
in network banking to provide security when direct connection between banking
servers and customers is not available. Additionally, using third party services needs
more security measures like network security, customer privacy and informed
permission, authentication, and intrusion prevention tools. Another point made in this
paper is encryption of Short Messaging Service. Finally, the authors recommend
using these security policies to regulate security mobile banking services between
customers and banks.
Yildirim et al. (2011) review security policies for E-commerce among small and
medium enterprises in the case of Turkey. The authors present table of survey
showing security policies used in different enterprises. These policies are classified

into various groups: First, information security policies and the importance of
informing staff about what is acceptable and what is not acceptable usage to protect
information enterprises. This includes how staff should apply anti-virus programs to
protect their systems. Correspondingly, what role operations management play in the
maintenance of systems and how to provide data backup. Secondly, policies involved
with access control that commit users to use privileges to access specific levels
within the enterprise systems, and how a third party should be used to manage
access to information systems and how to use authentication mechanisms to control
login into the system. Another security policy is related with security of the network,
such as using secure communication, computer networks, and Internet resources, as
well as firewall devices to protect traffic in the network. Next, physical security
policy is addressed, such as secure computers and what role staff awareness plays to
protect their computer devices at all times. The result of this survey shows that
Turkish companies do not give enough importance to information technology
security when compared to their counterparts in other countries.
Wu et al. (2012) study privacy and trust concerns in on-line activities for Ecommerce and Internet shopping, explaining critical role trust and privacy policies
play in managing the process and protecting customers personal information. The
importance of privacy policies is further elaborated in E-commerce Website to build
trust with customers and that systems should inform customers before collecting their
sensitive information or, alternatively, give a choice to customers as to how they
wish their personal information to be used or how to access their data in general. The
authors additionally point out that privacy policies related to E-commerce is built by
the Security Federal Trade Commission responsible for providing guidelinbes to
use personal information and enforcement of punishment for those who disclose
customer information. Further explained is the importance of awareness among
customers to prevent misuse or violation of personal information. Using trusted
Websites is suggested, and that these website need to be used with advanced
technology to protect personal information. Trusted third party is proposed to ask for
permission to disclose customer information as well as using secure E-mail. The
authors explain privacy by securing collection of data, archiving, and analysis of
such data.

Stahl et al. (2012) investigate the importance of information security policies and
review samples of such practices in the healthcare sector, such as how to store
information in a trusted way, avoid loss of information, and prevent disclosure of
information from unauthorized persons. Additionally, accountability policy is
discussed in the form of disciplinary action, and that any information breach will be
regarded as a criminal offense and the right to access for employees can be removed
as punishment because of such violations. Also, system security policies are dealt
with such as security of physical information storage, and technical security policies
such as software countermeasures, firewall, and static Internet protocol adders
policy. Then, it is stated that training the staff is necessary and that information
security is the responsibility of each member of staff and managers who are directly
responsible for the entire process, with an example responsible operation of the
system. Finally, the authors show the result of a study as an improvement to
information security in order to conform with modern security requirements.
Lluch (2011) conducts a literature review security concerning using information and
communication technology in the healthcare sector. Author also points out that some
security policies should comply with health information and communication
technology. Firs ,come the protection of electronic healthcare records policies
including medical results of patients. Second, technical support policies to protection
and maintenance of physical assets such as medical equipments and clinical systems.
Third, communication policies like using secure communications to share data and
using secure payment systems and secure email technologies that are mandatory to
connect doctors and patients and, finally, reliable on-line applications. In the last
section, the author indicates the importance of security measures to benefit from
information and communication technology in the healthcare system.
McCallie et al. (2011) study security concern air transportation systems, especially in
automatic and dependent surveillance-broadcast systems that discover aircraft
positions through unencrypted data, which require security measures. The authors
indicate some security vulnerabilities in this field, and later move on to important
recommendations to increase security such as detecting threats. Plus, it is explained
what security technical solutions there are, such as authentication mechanisms to
access aviation systems that prevent unauthorized access, and network security
solutions such as encryption. The authors also explain the importance of security for

the Automatic Dependent Surveillance Broadcast components and all electronic
aviation devices, adding physical security, such as in the aviation station. Reference
is made to the role of testing the security of aviation systems’ specific weaknesses
and using this analysis to design the next generation.
Sampigethaya et al. (2011) review the most current security challenges and what is
emerging as security solutions for air transportation systems. The authors indicate all
such solutions used in airline administrative and passenger services, flight
operations, and air traffic management. These measures are to protect these three
aspects from potential cyber threats that attack connections in aircraft network
systems. One of these protection measures is using firewalls, and detection systems
for providing secure network systems. Additionally, it is important to use fiber
cables, power lines, and gigabit copper to provide reliable and secure connections to
the Internet and using secure third party services. Other security policies are using
tamper-proof logging in all aircraft systems to ensure authentication for all
passengers and staffs. The authors add the use of secure separation between flight
critical data and other types of information, as well as secure data-sharing in aviation
networks and secure databases and profiles for passengers’ personal data.

The

importance of using secure flight applications and backbone data networks is
emphasized, such as global positioning system technologies with cryptography, to
protect communications. One of these solutions is using an authentication
mechanism to prevent misusing the Automatic Dependent Surveillance Broadcast
data to ensure privacy for location users. The authors also emphasize the importance
of avoiding the use of any corrupted or unwanted software in air transportation
systems, Finally, following security guidelines is important to ensure aviation
security, and that air transportation systems should not only provide secure network
communications, but also ensure the quality of fuel for physical transportation
safety.
Mircea and Andreescu (2011) study cloud computing concerns in educational
institutions including data protection and security of sensitive data risks. The authors
point out current security solutions to assure confidentiality, integrity, availability of
data, services, and infrastructure in cloud environments. These solutions include
data-masking, firewalls, encryption and key management, and federated identity
management. Encryption is one of the solutions to the protection of sensitive data

such as research results, students’ scholastics, and employees' accounts when
transferred between Cloud and networks to external providers. Additionally, access
control policies limit unauthorized access to data in universities other than students,
faculty, and staff of the university.
Bandara et al. (2014) study approaches to evaluating the cyber security of electronic
learning systems and review most important cyber security challenges. The authors
refer to some cyber security threats such as software attacks, viruses, Trojan horse,
and phishing. They explain the importance of protection of data in academic cyber
environments in order to maintain confidentiality, integrity, and availability by using
some security measures to build trust amongst students of on-line learning systems
such as improving authentication and authorization, encryption, cryptography and
public key infrastructure to ensure validating a message sender, install firewalls and
anti-virus software. Additionally, the authors show the importance of implementing
information security management to protect these resources at universities, further
adding that universities should comply with Data Protection Acts to securely handle
personal data of students, faculty, and staff. Also, that it is vital to have privacy
policies to protect personal sensitive student data and safely store confidential learner
data, financial and bank-related course fees and payments, and any other potentially
sensitive data from attack or misuse. Finally, reference is made to the importance of
protecting technical hardware and academic equipment from tampering or failure.
Literature Summary
When the literature is reviewed, one can notice many studies within the fields of
cyber security and ICT security policies because of the importance of this subject in
daily life. However, there is little information about common cyber security policies
for different enterprises, and current researches in cyber security policy do not
investigate what best cyber security policies should exist in enterprises. Additionally,
increasing cyber attacks in recent years on different enterprises have caused
catastrophic losses for companies. Therefore, it becomes apparent that there is a need
for new ways to find the best and most secure solutions for this purpose.
Henceforth, the aim of this thesis is to review various cyber security policies for
enterprises and investigate their common attributes of cyber security policies for
these enterprises. Specifically, what best and highly secure practices should be

adopted among these enterprises, thereby facilitating the understanding of common
cyber security policies for diverse institutions. The merits of the present study are in
addressing more important security policies in an array of organizations to reach an
overall picture for the secure electronic community in these sectors.

CHAPTER 3
CYBER SECURITY POLICIES
Introduction
The power of information and communication technology is spreading into every
aspect of life, in our hospitals, schools, businesses, and elsewhere. Although there
are many benefits offered by ICT technologies to these environments, unfortunately
these systems face various sophisticated cyber threats. Therefore, one needs to
employ diverse strategies to prevent and mitigate such malicious intents or any
subversive actions that destroy and disrupt ICT in the targeted organizations. One of
these prevention strategies is documented policy guidelines or rules used to regulate
human conduct to reach effective ICT use.
Today, the concept of security holds the highest priority for most enterprises in order
to protect their ICT business environments from cyber threats. Moreover, many
economic enterprises and cultural/educational organizations are exposed to various
threats because of

financial and criminal motivations, bringing about negative

business reputation, significant financial losses, and leaking of personal data
belonging to users or clients. For all of these reasons, it has become necessary for
each enterprise to set up certain security policies to protect their businesses.
3.1 Security Policies – A General Review
Any well-run company is bound to create appropriate documents of security policies,
which define the secure use and administration of corporate information technology
assets. Therefore, every item within the security policy should appeal to such
objectives :


Confidentiality: to protect information from unauthorized access, achieved
by encryption mechanisms;



Integrity: to protect information from changes or modifications, achieved by
authorization mechanisms; and



Availability: to ensure that information and services are within reach
whenever required (Shafi, 2012).

Security policy for every enterprise should have the following characteristics:
1- It should be effective, useful, consistent, relevant, usable, understandable,
readable, simple, and memorable.
2- All employees should be aware of the policies and approve them.
3- Each security policy should address a specific need and, therefore, has to be
separately managed.
4- Each security policy should target a specific audience.
5- The policies should be drafted according to the corporate culture, for example
educational, financial, medical, etc (Johnson, 2014).
6- The policies should be implemented within the working hours of the employees.
7- The policies should be modified according to change in the degree of threats
over time.
8- Security policies are to be formed within network-related policies and data
protection-related policies, cloud policies etc.
9- All policies should be written with a top-down approach by a member of the
information and communication technology team for different function areas of the
organization.

As stated before, a security policy is a set of documented rules written in order to
ensure the security of ICT environments by defining acceptable and unacceptable
behaviors in the field (Garzia, 2013). Also, it guidelines specific steps to be taken
for secure system administration. It describes what should be made secure and
what the methods are to do so; also, what consequences and punishments can be set
if policy violations occur.
There are many goals for security policies in enterprises; first, it supports and
implements business requirements and the missions of businesses (Doherty, 2011).
Second, it aims to ensure that there are no more bad guys and what measures
company security needs to take in order to avoid cyber risks (Reich and Pauline,
2012). Third, these policies determine the discipline level of employees. Fourth,

security policies also aim to provide secure services. Fifth, they maintain the
security of information technology resources alongside other functions. Sixth, the
areas of security vulnerability are determined by these policies for organizations.
Finally, the aim is to make it as difficult as it can possibly be to pose any cyber
threat and to create an environment which is hostile to cyber crime in enterprises.
There are, of course, business requirements that specify which security policies are
required in the enterprise. For example, if there is a need for customers to use the
Internet, if customers have to access certain data, or if there is a need to use or hold
customers data.
Regardless of the purpose, any security policy has these components:
 Purpose: What is the goal of the policy? Why is there a need to create this
policy?
 Scope: What are the organizational functions or assets that this policy is to be
applied in? What IT resources will apply to this policy such as hardware,
software, information, or persons? Who should abide themselves by this
policy?
 Compliance: How is the policy enforced? What are the punishments or
penalties for failure to do so? (Bartz, 2015).
3.2 Common policies for different enterprises
3.2.1 Privacy Policy: - The purpose of this policy is to model the appropriate
use of sensitive personal data in terms of the agreed purpose for the using of
these sensitive personal data and protect it against violations, such as data on
medical information, biometric data, financial information (Warkentin et al,
2011). This is to prevent disclosure, use, access, collection, transfer, and sharing
of sensitive personal data without individuals’ consent by putting tighter
control by

user consent or obligation to keep data secure by trusted

administration for an organization that controls data (Pearson and Mont, 2011).
Pulse, privacy policy entails not only personal data protection, but also the
protection of intellectual property and trade secrets (Pearson, 2013). These
policies are in line with respecting human rights to have one’s sensitive data
protected. Moreover, they impose punishments for all individuals who violate
the privacy of customers data in business environments (Brookman, 2015).

Accordingly, the US Federal Privacy Legislation categories privacy laws that
protect data belonging to children against illegal websites, customers’ data in
financial institutions, patients’ data kept by in healthcare providers, and
customer credit card information held by banks (King and Raja , 2015).
3.2.2 Website Security Policy: These are policies for the security of Websites
and define the proper use of web applications and services. Web application
security policy aims to assess the degree of this security and find vulnerabilities
in websites. This is in order to prevent web application attacks, such as crosssite scripting that inject the client side’s script into web pages and other
injection attacks that inject codes which trigger attack data-driven applications
(Weaver et al, 2011). Content security policy, in this respect, puts forward the
standard methods to load content onto websites (Javed, 2011). Moreover, sameorigin policy is one which allows access from the first webpage to data on a
second webpage for just the same origin. The purpose of this policy is to protect
sensitive customer data from malicious script from other pages (Brinskelle,
2014). A third party web tracking policy recognizes and tracks browser
activities on any website. The mechanism to do this is by the use of cookies
(Mayer and Mitchell, 2012). As a whole, website security policy also aims to
protect personal data, such as those on social websites, by using access control
in the form of authorization privileges (Carminati, 2011).
3.2.3 Cloud Computing Security Policy: The purpose of this policy is to ensure
that cloud services

comply

with security requirements and with law and

regulations. Cloud computing security policy is a document for the entire Cloud
system written by senior management to inform all employees and relevant
external parties. First cloud security policy covers all measures such as
encryption , data storage and access control. Second, it covers network security
such as secure transmission concerns (Hamlen et al., 2012). Third, it deals with
computer security. Trusted third party policy is used in Cloud to ensure secure
data and communication (Zissis and Lekkas, 2012) .
3.2.4 Email Security Policy: it consists of three categories: first, rules for using
emails as guideline for users. The purpose of this policy is to explain what
proper use of email is and to inform all employees what is acceptable and

unacceptable use when it comes to electronic mail. For example, to use emails
merely for business purposes, to protect data and attachments sent via emails and
any business information contained in them, not to use emails for disruptive or
offensive messages, and to prohibit the use of company’s title when forwarding
personal messages (Ramsay and Renaud, 2011). Second, Email security policies
guide administrators in organizations. The purpose of this policy is to monitor
the traffic and content of all messages, archive the user Emails, and scan such
content (Alexander, 2011). Third, confidential use of Emails for communication
by using encrypted messages as well as using digital signatures to prevent spam
messages (Appenzeller et al., 2013) .
3.2.5 Physical Security Policy: The purpose of this policy is to protect
organization assets, resources, equipments, hardware, and facilities from
damage, harm or loss by unauthorized persons. Moreover, this policy prevents
any access from such users to organizations’ assets by means of access control
policies (Stouffer et al., 2011). It also aims for the protection of physical
systems, personnel and those who use these assets (Solms and Niekerk, 2013).
Another purpose is to safeguard cyber-physical infrastructures and buildings by
security measures such as monitoring and detection systems and other
techniques (Shafi, 2012); lastly, to educate end-users to

increase security

awareness to protect their computers by using stronger passwords or other cyber
assets from loss or unauthorized access
(Amoroso, 2012).
3.2.6 Network Security Policy: The scope of this policy is the security of
network components, connections, and contents (Wu and Irwin, 2015).In
addition, the purpose of this policy is to ensure the security of the trust's network
and users awareness of what is acceptable and unacceptable use of the network,
to protect computer networks and communication equipment such as routers,
switches, servers, information and all service transfers through these networks to
ensure confidentiality, integrity, and availability of the network (Council, 2010).
This policy guideline applies special hardware devices to protect networks from
unauthorized access or accidental modification. These defensive hardware are
firewall, intrusion detection and intrusion prevention systems. Moreover,

defensive mechanisms such as encryption is used to protect the information
transmitted through network (Choyi and Vinokurov, 2012). Secure network
administration is another purpose of this policy (Paquet, 2012).

3.2.7 Information Security Policy: rules to protect information assets and
technology resources of computer systems in any organization (Crossler et al.,
2013). The purpose of this policy is to set such rules to be enacted by
organizations to protect all such assets in any form, physical and digital, from
unauthorized access, copying, modification, disclosure, destruction, transfer to
third parties for personal benefits (Hu et al., 2011). What’s more, this policy
secures digital storage of all organizations’ information. These guidelines ensure
confidentiality, integrity, and availability of such resources (Solms and Niekerk,
2013). These rules also protect the information within the organization networks
or the organization's boundaries of authority. Information security policies differ
from organization to organization depending on the size of the establishment,
sensitivity of the business information at hand, and types of information that are
deal with. In addition, these policies enable employees to participate in the
protection of organization information by providing best-practice guidelines to
company employees to follow (Ifinedo, 2012). Information security policy also
reduces security risks in organizations and define the establishment’s attitude
and properties.
3.2.8 Access Control Policy : These policies protect physical resources,
information systems, and IT resources from unauthorized access by
identifying, authenticating, authorizing and monitoring who or how can access
to systems and resources (Zissis and Lekkas, 2012). Different measures are
taken in this regard, for example, using restriction mechanisms, access control,
permission mechanisms, authorization that translates users’ access request in
order to control the use , entering, and
organization

or the services of

consuming the resources of

its networks (Aref and Ghafoor, 2012).

Furthermore, access control policy specifically allows activities for authorized
users only and mediates any access to organization systems. Some
establishments use authentication as control access, whereas others use both

authentication and authorization to manage access to their resources that
depend on the structure of the organization, degree of data sensitivity of
organization documents, and the level of such sensitivity allowed for users to
access (Wan et al., 2012).
3.2.9 Data Retention Policy: These guidelines describe which data will be kept
and for how long and in what format (Gordon, 2015). The purpose of this policy
is to secure the storage of important information by encrypted data backups for a
required purpose in specific periods of time (Popovsky, 2014). Plus, this policy
provides for archiving in regular ways to enable employees within the
organization to easily access or research, delete all information that no longer is
needed, and remove the encryption key that encrypts the stored data. In this
respect, the US Data Retention legislation allows keeping the data by Internet
server providers for just two years (Rahumed et al., 2011). This is while some
organizations, as per the Health Information Privacy and Accountability Act, can
keep such data for just six years (Grama, 2014).
3.2.10 Data Protection Policy: The purpose of this policy is to secure the
processing and handling of personal data that identify living individuals (Krüger
et al., 2012). The policy ensures secure collection, use, sharing, storage,
transportation, and transmission by third parties (Cunha, 2013) and aims this
data is used for required and specific purposes. Furthermore, it defines the
behaviors expected of

employees when dealing with such data (Crawford,

2013). The policy explains how organizations should process customers’ data
by raising awareness among users so as to avoid loss of their data (Paul, 2015).
They further explain what requirements there are to prevent leakage of data by
setting up the guidelines for protecting data and its control according to data
class that should be protected. Any organization should classify data to be
monitored depending on the type of data and sensitivity level because data
protection for organization is one of the important factors that impact reputation
of organizations in business (Dimosthenis, 2013).

CHAPTER 4
Cyber security comparative scenario
Introduction
The matrix in this chapter compares the common security policies for five industries
that

represent

a

domain

in

business-consumer

transactions.

The

architecture of industries represents the client-to-server models and include health,
finances, education, aviation, and E-commerce sectors.
As it can be seen from the comparison matrix, vertically it represents the five sectors
and, horizontally, the common security policies shared among these industries and
enterprises. The security policies to be compared have been selected by the author
according to the significant needs of these industries as per their security measures.
Each color represents the degree of importance of each policy. The red color
represents the highest priority, while green is high, blue is average, orange stands for
low priority, and finally yellow represents lowest priority.
Table 4.2Comparison of common security policies for different enterprises ((health sectors,
financial sectors, educational sectors, aviation sector, E-commerce).
Common Attribute

Health sectors

Financial sectors

Educational sector

Aviation sector

Privacy policy
Physical security policy
Access control policy
Retention policy
Network security policy
Email security policy
Website security policy
Information security
policy
Data protection policy
Could computing
security policy

Red=Highest, green=high , blue=average, orange=low, yellow=lowest

E-commerce sector

In this way, one can easily see which security policy is more important for each
enterprise. The reason for the contrast in the importance of security policy in the
organizations depends on the type of data and information handled by organizations
or enterprises as well as the interests of each enterprise and the size of the
organization. Furthermore, security needs are another factor in this regard.
4.1 Security policies in health sector
1-Privacy policy: The Health Insurance Portability and Accountability privacy Act
is one of the privacy laws to protect the sensitive health-related information of
patients by restricting their use to only patients and requiring consent from them to
use or process the information. For example, there are patients with diseases of
embarrassing nature based on social and public notions regarding those illnesses. In
these cases, patients have the right to privacy with this information (Murray et al.,
2011). Wearable personal health monitor devices are another case because of the
health nature of these data and their appearance (Paul and Irvine, 2014).
Additionally, privacy is also required in end-to-end health applications within
networks that connect hospitals and patients, as well as in health cloud requiring the
use of

secure key exchanges for secure transmission of personal data and,

therefore, control this flow by specifying who can access such data (Gerdes and
Fensli, 2015).

2-Physical security policy: It is important to provide safe environments for
patients and other medical staff in hospitals. Thus, there should be security policies
to protect healthcare physical devices and other organizational assets such as
buildings, emergency rooms, pharmaceuticals, supplies and medical equipments to
protect health information from damage or destruction (Stahl et al., 2012). This can
be achieved in the following way: first, physical safeguards such as alarm systems,
proper lighting, and securing the location where network servers are placed.
Second, technical safeguards such as control access mechanisms to protect medical
equipments, hospital networks and other hospital's facilities from unauthorized
access (Marcinko and Hetico, 2016).

3-Retention security policy: There are policies for data retention to specified
periods of time and are required to save personal health information (Greene,
2012). Furthermore, any health organization should destroy and dispose of health
records when medical treatments finish ("Retention and Destruction of Health
Information ", 2013). All identifying information about individuals should be
removed from the databases of hospitals along with health instructions such as
personal information about patients or medical staffs, test results, hospital
procedures, and payments of medical treatments to prevent unintended disclosure
(Lu et al., 2013).
4-E-mail security policy: It is essential to use secure E-mails in the healthcare
industries to protect patient information and employees' credentials from phishing
attacks, malicious software attachments , and suspicious executable file emails
with the help of powerful anti-spam solutions (Titanadmin, 2015). Secure
communication between patients and hospitals ensures confidentiality of electronic
health information. Examples of E-mail security law include the Health Information
Technology for Economic and Clinical Health Act which maintains security of
personal health information in emails or the data transmitted. Additionally,
electronic personal health information should be encrypted when sent in E-mail
content and/or attachments and patients have the right to either allow or prevent
sending of their electronic personal health information outside organizations. There
should be penalties and accountability if E-mail security in health sectors and
hospitals is not complied with (Gardazi and Shahid, 2010).

5-Data protection policy: There should be high security when handling the
personal information of patients. For example, they must be processed fairly and for
specified purposes only by health organizations and

securely stored and

transmitted. These kind of data should also be accessed by only authorized
individuals and for primary purposes (Kierkegaard, 2011). Personal data in the
health sector need to be treated based on agreements with the data owners to share
with third parties with penalties for non compliance in case of violations (Leenes et
al., 2017).
6-Information security policy: the healthcare sector should set up high security
for all types of information and information technology, which are not limited to

health information and also include all medical knowledge and statistical research
data, public health surveillance information, booking appointments, and
information about the healthcare providers and professional (Hamidovic
and Kabil, 2011). Measures are to be taken to ensure three security parameters:
protect telecare medicine information systems to provide reliable and convenient Ehealthcare, use encryption to ensure confidentially, and apply digital signatures to
ensure integrity (Zhang.et al., 2016).
7- Access control policy: The purpose of access control policy is to prevent
unauthorized users and manage access other than the workforce members
authorized in the target healthcare systems and applications (Herzig et al., 2013).
Access control techniques are used to prevent unauthorized and unexpected parties
to access and use sensitive datasets of patients to ensure privacy. Additionally, this
is applied to manage the overall access to health databases of healthcare providers
and the records used for research purposes (Tomko et al., 2013). For this purpose,
semantic security and anonymity is used for access control in order to prevent the
disclosure of the identity of individuals and ensure privacy of patients. Access
control policy is one of the security principles of Health Insurance Portability and
Accountability regulations (Zhou.et al, 2016).
8-Network security policy: It is paramount to use security policies to protect
wireless medical sensor networks to make up for secure and reliable
communication and protect privacy of patients. These network security policies
include detection, prevention, and recovery. Encryption mechanisms ensure
patients privacy and it is important to use secure routing. Additionally,
authentication and identification mechanisms protect nodes networks with secure
management of health systems (Kumar and Lee, 2012). There are many security
policies to comply with to protect online medical records in network environments
such as firewall and anti-virus programs against Internet attacks that may target
clinical monitoring devices and medical personal devices used by doctors and
nurses. Plus, access control allows for authorized access to personal health data
(Kierkegaard, 2011).

9-Website security policy: This ensures the privacy of patients 'data, and the
health sector should enact security policies on hospital websites to protect personal
health information. Moreover, health website server providers must comply with
the Health Insurance Portability and Accountability privacy and security laws to
protect patients information (Garcia, 2012). It should also provide secure health
applications and services on the related websites. For example, using secure Google
Health and

Microsoft Health Vault to allow for secure managing of health

information on these websites. There are many security policies to be applied in
health websites, such as access control mechanisms to prevent unauthorized access
and anonymization of published data on health websites and transactional
anonymization by encryption mechanisms to protect the health information of users
who interact with health websites ( Williams, 2010).

10- Cloud security computing policy: Providing high security for healthcare
Cloud providers is one important issue in health cloud and the use of security
measures such as authentication mechanisms to access information technology
applications in health cloud. There should prevail secure communication between
patients and healthcare server providers as well as secure storage of data by in
server providers for any entity (AbuKhousa et al., 2012). Privacy issues related to
health cloud is also vital in protecting patient information. To ensure the privacy of
personal health records and guarantee that they are accessed only by patients
through, access control mechanisms are preferred. Moreover, confidentiality of
electronic health records is possible when such activities are managed by health
care professionals through using authentication mechanisms for patients or doctors
only (Lynda et al., 2015). Both security and privacy should be provided in unison
in health cloud to protect sensitive health data by secure locating and storage in
cloud and encrypting the data before storage in segmented ways and within two
separate and independent parts (Li et al., 2015).

4.2 Security policies in financial sectors
1-Privacy policy: Banking industries should follow the Gramm–Leach–Bliley
(GLB) Act on privacy laws to prevent collection, misuse, transfer, sharing, and
disclosure of customers’ financial information to any third parties without the
person's consent or legal request (Goldman and Ahuja, 2011). The GLB privacy
law gives rights to customers to access or correct their own financial information.
The other privacy policies related with GLB are the prohibition of disclosing
clients’ account numbers through marketing electronic mails (Murphy, 2014).
These privacy guidelines state that all financial institutions must use all security
measures, such as cryptography, to ensure confidentiality of data and

access

control policies to ensure authorization and authentication (Ismail et al, 2013).
2-Physical security policy: These protect buildings and any form of physical
hardware from unauthorized access or removal of data from disabled systems used
in financial establishments and banks (Crowell et al., 2007). Included in this
category is the

protection of electronic devices, storage equipments,

communication devices,

payment systems, and other financial utilities from

damage and tampering alongside Automated Teller Machine and electronic fund
transfer systems from robbery by using alarms and other control mechanisms
(Purpura, 2013).

3- Data retention policy: Retention policy in banking should be given high
priority to comply with the needs of banks when it comes to securing the retain of
annual reports, payment records, and account payables and receivables, as well as
the retention of for customers personal records (Paquet, 2013). The credit card
information of customers and other sensitive data should be kept restrictively and
for specific periods of time only or encrypted when stored to prevent unintended
disclosure. Data should be destroyed if there is no necessity for them any further.
(Lu et al., 2013).
4-Email security policy: Email banking should be protected from phishing
messages or spam mails by using digital signatures or applying mail filters when
communications occur between

customers and banks (Lysenko, 2012). All

financial institutions should prohibit sending their customers’ financial information

such as credit card information or online account details in E-mail form (Watson
and Williams, 2015). Moreover, these establishments should embrace encryption
mechanisms to provide for secure E-mail communications with customers
(Abernathy and Mc Millan, 2016).
5- Data protection policy:

It is vital to protect the personal information of

customers in financial sectors and banks. For example, information that includes
identity data details such as names, contact details such as email and phone number,
and location information such as addresses ("confidentiality policy", 2012).
Financial institutions must not use their customers’ personal information for any
purpose other than the one collected for (Booysen and Neo, 2017). There should
also exist disciplinary actions if there are cases of unlawful handling or access to
such sensitive data (Makulilo and Alex, 2016).
6-Information security policy: Information security policy in bank industries
represents critical aspects of the issue because these industries deal with precious
assets (Miller, 2017). Financial institutions and banking industries need to protect
information and information systems in all stages in the entire banking system since
information is considered as a valuable assets for this sector, and loss of such
information can lead to a significant loss of money and reputation (Johnson, 2014).
7-Access control policy: Access control policy in bank industries should be given
very high priority by using hard-to-figure passwords to protect the confidential
information of customers and their accounts from unauthorized access and to,
instead, provide secure access to facilities and systems within the sector (security
policies, 2012). Access control should be adopted to protect financial services in
bank Cloud systems by using semantic identification, such as fingerprint
recognition, to avoid unexpected parties’ access (Li et al., 2016). Also, it is
important to use access control mechanisms to provide secure communication to
on-line or mobile banks. Additionally, customers this way can securely access their
bank websites and payment services for authenticated transactions via mobiles or
computer devices (Kiljan et al., 2016). Authentication mechanisms usually include
questions regarding specific personal information, or in some cases, even
fingerprints (Sun et al., 2012).

8-Network security policy: All banking industries today depend on open systems
like the Internet to execute financial transactions. Therefore, this sector should use
network security policies such as firewalls and encryption of the data transmitted to
protect the other internal and closed networks from cyber attacks ("security
policies", 2012). All financial institutions and banks should enforce the use of
authentication mechanism to protect their own networks while adopting secure
operating systems in these networks accordingly (Sridhar and

Saha, 2012).

Furthermore, computer networks or servers need to be secured by installing antivirus software (Cobb, 2011).
9-Website security policy: Most financial institutions provide online services on
their websites and using financial web applications. Therefore, these utilities are to
be assigned high security and privacy policies because they normally connect to
computer systems of banks that keep the sensitive data of customers. It is crucial to
check these applications on the banks websites to ensure their immunity from
various vulnerabilities to prevent hackers from breach (Stuttard and Pinto, 2011).
Another security policy in the websites of on-line banking is the use of strong
passwords and authentications to login these websites so as to provide more
security and authenticity (Sun. et al., 2012).
10-Cloud security policy: There is a vital role played by cloud security in financial
institutions as it is important to have the right solutions against violations of
customer information by using secure cloud applications and data transactions.
Cloud security policies prevent programs and data from being seen by other
applications that use the same Cloud and prevent data to be leaked or corrupted
(Gilster, 2014). Additionally, it is necessary to use access control techniques to
restrict availability of financial cloud services to other entities and protect the data
in bank server providers (Auxilia and Raja , 2016).

4.3 Security policies in the education sector
1-Privacy policy: Safeguarding sensitive student information is one of the most
important concerns for educational institutions; thus, many universities and schools
embrace the Family Rights and Privacy Act to regulate access and use personally
identifiable information about students (Daries et al., 2014). The Family Rights and
Privacy Act restricts posting, sharing or discussing students’ grades without their
consent. For this purpose, student ID numbers are needed to declare the grades and
not student names. This privacy law also includes protecting the reports about the
psychological status, disability, and personal or academic behaviors of students
(Elliott et al., 2014).
2-Physical security policy: It is important to provide security for physical assets in
all educational institutions as this not only protects school assets from the outsiders
– items such as electronic equipment and desktop devices - but also manages access
to these devices (Fennelly and Perry, 2014). Protecting of networking equipments,
servers, and wires also fall in this category of policy. Such form of security in
schools may be achieved by certain security measures as detection devices or
alarms and doors or locks on grade school buildings and classrooms (Dunlap,
2016).
3-Data retention policy: It is important to use data retention policies, which are
defined as a set of rules to secure retaining student information and records as well
as those of university staff. Additionally, the alumni data should be disposed of in
time if there is no need for their retainment. Permanent records of students need
safeguarding as long as the student continues his or her studies. The retained
student information should be accurate and up-to–date. As for the retention of
alumni data and records, communication with the alumni is necessary to finalize
status in retained their data. (Prinsloo and Slade, 2013). Also, student information
should be retained by removing identifiers or sensitive contents from universities’
web addresses to ensure privacy and security for students (Lu.et al., 2013).
4- Email security policy: This is one of the highest priorities needed in academic
environments and universities to ensure secure communications between students
and faculty. Email security policies also ensure spear-phishing messages are
avoided and suspicious links and attachments sent by forged addresses are

prevented as certain entities may try to steal students information such as accounts,
passwords ,personal information or financial details (Stanford urges email security
vigilance, 2016). Additionally, security of students Email systems keeps their mail
boxes from junk mails by using filtering mechanisms against spams (IT safety and
security, 2013).
5-Data protection policy: Data protection policies are needed in all educational
institutions and universities to protect the personal data of students, staff, and
faculty and use for specific purposes in a timely manner, and there should be
disciplinary procedures if these security is breached. The process includes secure
storage and handling of everyone whether inside the universities facilities or
outside such as those that are kept in Cloud environments. Protection of personal
data of

students should include secure collection, handling, storage, and

annihilation. Additionally, secure discourse and secure viewing of such data on the
university webpage should be made possible. Secure disclosure can take place
through obtaining written consent from the person. The scope of such protection
does not just include personal information, but also research projects (data
protection policy ,n.d). Another point is using access control mechanisms, such as
passwords, to protect students personal information (Lloyd, 2017).

6-Information security policy: The top concern of security in educational
institutions is related with information security (Maher, 2017). Information security
means protecting all the information managed by the establishment using
information technology systems to ensure confidentiality, integrity, and availability
of all such assets. The purpose is to protect all information that supports the
university’s activities and in order to achieve the mission and vision of that
particular institution. Information assets include data related to staff and students,
faculty, payments, teaching and learning materials, finances, and scientific
researches as well as protecting the systems used to handle all these (information
security, 2016).
7-Access control policy: Access control and secure authentication is another
paramount concern to ensure confidentiality of access by students to academic
accounts and other sensitive information and to grant rights to only authorized users
to access certain web applications in educational institutions. Authorization

mechanisms allow for to the prevention of unauthorized users from accessing
universities’ resources. These policies enable administrators, instructors, and
students to access educational systems according to their specific roles and jobs
(Luminita, 2011). Moreover, access control policies are applied to manage students
making use of the universities’ networks to research information and knowledge.
(Pablos and Patricia, 2013). Authentication mechanisms and passwords can help to
manage remote access by student, staff, and faculty to library and on-line
applications (Access Control, 2016).
8-Network security policy: This is to provide high security for networks and
computer systems for educational institutions and universities to protect them from
unauthorized access and networks from misuse or abuse with the help of firewall
and intrusion detections systems to protect institutional resources, researches or
students information. Network security policies prevent loss or damaging of data or
students records when transmitted

through networks by using encryption

mechanisms (Barik and Karforma, 2012). Another benefit of these policies is to
provide reliable Internet

connections and prevent denial of service attacks

(Network Security Policy, 2016).
9-Website security policy: At educational institutions, secure web applications
and resources are required to ensure confidentiality, integrity and accessibility of
data and information on the local website to avoid security vulnerabilities such as
cross-site scripting. First, authentication and authorization mechanisms ensure safe
access to resource on the universities’ websites. Second, auditing and monitoring
mechanisms are to be in place on these websites to trace visitor activity. Third,
using cryptography protects students’ sensitive data on the website (Guide to
Securing Web Applications, 2016). Moreover, it is important to use code review
and inspection algorithms to test universities’ websites and protect them from
vulnerabilities such as web security mining systems that test search engines. While
testing is required to evaluate the security of academic websites by checking the
data and analysis of web addresses to detect threats or malicious code injections
that delete data and steal user account information, academic databases can also
undergo these monitoring for protection as they contain vital resources and, in some
cases, confidential information (Tsai, 2011).

10-Cloud security policy: All universities should comply with security and
privacy laws to protect university cloud computing and ensure student data privacy
based upon with the Family Rights and Privacy Laws. These security measures
include the following: First, they must secure access, storage, transmission, and
sharing of student sensitive data through university cloud by using authentication
and authorization mechanisms to access university cloud or student data. Second, it
must also apply encryption for data transmitted through the university cloud, and it
is important to use intrusion detection and prevention systems to check the network
traffic in cloud. Third, there should be disciplinary actions when failing to follow
cloud policies (Cloud Computing Policy, 2012). Transparency is needed as to data
location in cloud computing environments and detection systems are to be in place
alongside prevention and monitoring devices and anti-virus software filters for
traffic control in cloud environments (Pearson et al , 2012) .
4.4 Security policies in aviation sectors
1-Privacy policy: Protection

and confidentiality of personal information of

passengers is one of the important issues as well as personally identifiable
information such as passenger names, addresses, birth dates, contract information,
and travel details. In this respect, privacy laws also include all sensitive health and
religion information together with details displayed in body scanning devices at
airports. Protection of these information is considered one of the priorities in terms
of passengers’ rights (Mironenko, 2011). Another privacy policy in the aviation
sector is encoding passengers’ digital information profiles to prevent disclosure of
identify in aviation databases (Leese, 2013).
2-Physical security policy: It is essential in the aviation sector to protect the
critical assets of aviation systems and airports such as airlines buildings, airport
information systems, air traffic control towers, and airplane electronic networks by
using monitoring and detection systems as well as prevention devices to prevent
any unauthorized access (Markham et al., 2012). Another security measure is using
video surveillance and fire protection systems to protect aviation buildings and
other restricted areas at the airports. Authentication and authorization mechanisms
represent a major contribution in protecting aviation operation systems (pauna,
2011).

3-Data retention policy: There should be data retention policies in the aviation
sector. First, travelers’ data and passenger names and other records should be
retained for specific periods (Bellanova and Duez, 2012). Second, retention policies
also should help to prevent retention and copying of scanner images for anybody at
airports to ensure the privacy of passengers (Elias, 2012). Third, passengers name
records and other profiles can be kept for only specific periods of time, in a way
masks all elements identifiable in each passenger (Brouwer, 2011). Fourth,
passenger data need not be destroyed practically, but rather stored in an
anonymised fashion (Cole et al., 2017). Finally, all such saved passenger data
should be only accessed by authorized users (Lynskey, 2015).
4- Email security policy: Email security in aviation industry is connected with
customers and airline services and, as such, of great importance; it should comply
with email security measures such as avoiding unwanted spam and links that
contain malicious files by using software filters (email and network security ,n.d).
In addition it is important use reliable Email services to deliver payment of airline
bills (Hoppe, 2016).
5-Data protection policy: Protecting the personal data of passengers is just as
crucial in the aviation sector and it should limit the use of data for specific purposes
only. Moreover, prevention is to be in place against the disclosure of personal data
of passengers to unauthorized access. Such data needs secure collection and
accountability actions have to be taken if data protection policies are not abided by
in aviation systems (Mironenko, 2011). Another data protection policy is the
encryption of passengers’ data collected by any airline companies (Casagran and
Cristina, 2016).
6-Information security policy: It is important to protect all valuable airline
information, digital technology assets, and aviation information technology
systems. What’s more, airline customers information is to be safeguarded alongside
critical airline systems by using multi-layer defenses to protect the infrastructure
from any cyber threats. The first of these defense layers is using prevention
strategies against any unauthorized access to airline systems. The second defense
layer is the detection strategy and surveillance or monitoring systems to spot
security attacks and assess vulnerabilities for airline systems. The third is response

strategies and counter-measures against any active threats (Rencher, 2012).
Authentication mechanisms by airport staff is needed when working with any
information technology systems in the aviation sector to ensure the security of these
systems and the information they contain (Dempsey and Jakhu, 2016).
7-Access control policy: Today, access control policy has a vital role in managing
access by people ,vehicles, luggage, and cargo in the aviation sector and in
protecting the related technology systems. The other critical issue in aviation
infrastructure is protecting from the inside threats by depending on access control
policies and other biometric technology to recognize unauthorized individuals
among airport workers to ensure the security of critical areas within airport
vicinities (Iyer and Siddhartha, 2012). Moreover, access control mechanisms can
help to protect passenger's data kept in aviation Cloud servers against unauthorized
individuals (Kölle et al., 2011).
8-Network security policy: It is important to use detection and prevention systems
as well as firewall to protect the aviation private networks from suspicious traffic
on the Internet. Furthermore, alert systems must be active to monitor network
transactions or the use of reverse proxy to prevent unauthorized access and protect
airport networks and resources from any cyber attacks (Billois, 2016). Another
security measure to be applied to networks is using secure cable connections and
encryption of data transmitted though these networks (Klitou and Demetris , 2014).
Access control mechanisms can also protect computer networks together with antivirus programs on the computers networks. (Walls, 2016) .
9-Website security policy: Only secure websites are to be used to connect with
passengers and provide secure airline payment services (Suki and Mohd, 2016).
Secure website provide electronic tickets sales and on-line check-in services as
well as secure electronic seat selection to customers (Tsai et al., 2011).
10-Cloud security policy: One of the critical issues in the aviation industries is the
security of cloud computing used to manage the very large amount of data in the
complex aviation environments and provide secure services via the Internet
between aircraft and ground operations. One security measure in this respect is
encryption of the data (Vagdevi and Guruprasad, 2015). Next, it is important to use
access control mechanisms to safeguard all data in the cloud environment against

unauthorized access and safe storage backup data. Third, digital signatures can
ensure the authenticity of messages or documents that are transmitted through the
aviation environments (Somani et al. , 2010).

4.5 Security policies in the E-commerce sector
1-Privacy policy: In E-commerce, the privacy and confidentiality of customer data
is paramount during the processes of on-line business transactions to ensure that
only authorized users can access these personal information, transaction data, and
individual identifiable information that were collected in this way (Kumar and
Sareen 2011). Moreover, privacy policy in E-commerce not only defines what
information should be protected and who has the right to access that information,
but also the level of control that customers have on their own information (Neama
et al., 2016). Additionally, privacy of customers in E-commerce includes not just
personally identifiable information, but also all private information such as that of
health, religion, ethnicity, and credit card details disclosed through on-line
transactions. Protection of the privacy of customers in this case includes preventing
the disclosure of the identity of customers by using customer anonymity and also
preventing such disclosure of their transactions from different forms of privacy
violations such as discrimination, investigations, profiling, etc (Ike and Sarac,
2016).
2-Physical security policy: One advantage of E-commerce is that there are no
required physical shopping stores in these environments. Therefore, the need for
security is limited to Internet access equipments; for instance, computer resources
and mobile phones (Niranjanamurthy et al., 2013). Also, it only should protect
physical resources such as servers, switches, storage facilities, firewalls from
unauthorized access by using access control and authentication mechanisms.
(Negus, 2012).
3-Data retention policy: There are policies for the retention of customers’ data.
First, these retention policies avoid storing credit card numbers and expiration dates
and also limit the period allowed for such storage (Jao, 2014). Second, all previous
customer records should be deleted from the database and just a small amount of

customers data necessary for transactions should be maintained. Third, there should
exist data backup plans in case hard drives face failure or virus infections occur
(Schiff, 2013). E-commerce sectors should comply with the Fair Credit Reporting
Act that restricts keeping the credit information of customers to specific periods of
time (Lu et al., 2013).
4-Email security policy: In E-commerce, private customer information and
sensitive data is usually not transmitted in E-mail form and response to E-mails
requires updating the account bank information and credit card (Schiff, 2013).
Second, clicking on suspicious E-mail attachments or links and addresses should be
avoided; instead, direct contact with on-line shopping websites is advised and it is
important to use email scanning programs to avoid phishing messages and identity
theft as well as spam unsolicited commercial E-mails. Third, printing and saving is
necessary in case of all confirmation messages and Emails that are sent to
customers

by

E-commerce

merchants

or

online

shopping

companies

(Niranjanamurthy et al. , 2013).
5-Data protection policy: In E-commerce, there is a need for comprehensive data
protection laws to control customers data around the world. These laws provide for
legal handling of customers’ data when collected, disclosed, processed, or
transmitted (Long and Quek, 2011). On the other hand, they prevent disclosure of
customers’ profiles in E-commerce. Data protection in E-commerce includes
integrity, privacy and security of customers data. For example, only customers
themselves have the right to data portability and transfer of the copy of data from
the provider to another location or provider (Bulck, 2014).
6-Information security policy: Information security policy for E-commerce is an
important element to ensure efficient and secure service delivery. Security of
information is possible through secure applications of technology and other
information systems for E-commerce against malicious activities originating from
the Internet, and this is one effective element toward the success of on-line
business. Security of information in E-commerce should also ensure integrity,
confidentiality, and availability of all such information. It is important to securely
store and access information in E-commerce only by authorized users with the help
of authentication mechanisms or encryption of information. E-commerce

information should also be protected after services to customer have been delivered
in order to build up trust with them (Thakur et al., 2016).
7-Access control policy: Access control policy also has a role to ensure the
security of E-commerce by authentication of customers’ entering and proper
storage of the related information. Strong passwords are necessary upon appropriate
and difficult-to-figure choices by customers and to require a minimum number of
characters and use of symbols or numbers when creating a their passwords.
Complex login is used to ensure secure E-commerce services and on-line websites
(Schiff, 2013). Moreover, access control policies provide useful tools to divide
access control into separate levels depending on the jobs that each group is
supposed to complete; for example, customer affairs management should not be
able to access payment affairs (Gambhir, 2017). These policies can also be applied
to restrict access to the information regarding card payments by customers and limit
it to authorized individuals as well as control access by on-line business staff to
computing resources and wireless E-commerce infrastructures and physical
resources such as servers, storage, switches ("IT policy for E-commerce payment
card Applications", 2015) .
8-Network security policy: Security policies in E-commerce also enforce using
firewalls to safeguard the networks of E-businesses and prevent any breach and
reach to networks or the critical financial information in the business. Furthermore,
authentication and authorization mechanisms are to be in place to enter the
operation systems of network devices (Schiff, 2013). Intrusion detection tools and
monitoring devices will assist in auditing the traffic on the network (Kumar and
Muneesh, 2011).
9-Website security policy: Using secure websites in E-commerce industries is one
of the critical issues to ensure integrity and good reputation for E-commerce and to
get the customer's trust. Therefore, in-depth and thorough security measures need to
be taken on the related websites one of which is to ensure confidentiality of
sensitive customer data by using encryption mechanisms to protect such data
though on-line transactions and prevent attackers from stealing passwords or credit
card information. Another way is to use secure socket layer certificates on Ecommerce websites as another measure for secure customer login to pages and

signing in and out. Using additional protection layers such as security applications
like firewall will prevent malware and virus programs from entering on-line
businesses. Finally, reliable secure shopping cart software for E-commerce
websites is highly advised (Jao, 2014). Extra layers to protect E-commerce websites
such as secure search queries or login boxes can always help to prevent malicious
code injections and cross-site scripting attacks (Schiff, 2013).
10-Cloud security policy: Security and protection measures in Cloud computing of
E-commerce protects the business from distributed denial of service attacks to
provide availability of the Internet and secure on-line transactions and
communications (Schiff, 2013). It is important to protect all technical architecture
include hardware such as servers and any other IT resources and softwares of Cloud
to ensure authority, authenticity, integrity, non-repudiation and confidentiality of
the information. Lastly, using secure distributed Cloud systems in E-commerce
Cloud computing will make room for reliable services and ensure users’
information security (Talib and Alomary, 2016).

Table4. 1 Matrix of Common security policies for different sectors (Health, Finance,
Education, Aviation, and E-commerce).

data protection policies

privacy policies

Common
attribute

Health sector

Financial
sector

Education
sector

Aviation
sector

Ecommerce
sector

Protect health
information of
patients from
collection
,disclosure
,processing,
transmitting
without
patients
consent.
Comply with
HIPAA Act
(Jay,2014).

Protect
financial
information
about
customers
and use or
processing
them in
lawful ways
or prevent
disclosure of
financial
information
without
consent or
knowledge
of customers.
Comply with
GLB Act
(Jay,2014).

Protect all
sensitive
student data
such as
grades, health
information,
disability,
psychological
conditions,
personal and
academic
behavior
from
disclosure
without
consent of
students
comply with
FERPA laws

Protect all
sensitive
passengers
data from
disclosure
without
knowledge
such as health
or religion
beliefs
information
and others
that show in
body scanners
devices in
airports.

Protect all
sensitive
financial
information
from
disclosure
,use, and
processing
without
consent or
knowledge
customers
such as
credit card
information
Comply with
Fair Credit
Reporting
Act
(Jay,2014).

regulate
processing
and secure
handling of
personal data
about
customers
such as
names,
contact
information
such as
email, phone
number, and
location
information
such as
addresses
(confidentiali
ty policy,
2012).

protect
personal data
of student,
staff, and
faculty
as well as
secure
handling and
access to
personal data
of students
(data
protection
policy).

regulate
handling and
collection of
personal data
of patients
including
personal
identifiable
information or
nonidentifiable
information of
patients
(Kierkegaard,
2011).

(Mironenko,2
011).

( Alexander
and
Alexander,201
1).

protect
personal data
of passengers
and secure
handling of
personal
identifiable
information
and personal
information
and nonidentifiable
such as
passport
number.
Others as such
names of
passengers,
travel
destination,
etc
(Mironenko,
2011).

transparently
handling
and
protection of
personal
data about
customers
collected
from
commercial
sites and
online
business
services
(long and
Quek,2011).

Table 1 (continued).

E-mail security policies

information security policy

Common
attribute

Health sector

Financial
sector

Education
sector

Protect all types
of information
such as medical
knowledge and
statistics and
research data
and booking
appointments
about patients

Protect all
information
and
information
systems of
banks and
financial
institutions
(Johnson,
2014).

Protect
Protect all
information
airports IT
managed by
and
universities and aviation
IT systems and
information
all others such
systems by
as academic
using
information and detection
scientific
devices/and
researches and
monitors
the systems used
to handle these
(rencher,20
information
12).
(Maher, 2017).

(Hamidovic and
Kabil, 2011).

Aviation
sector

Ecommerce
sector
Protect all
applications
of
technology
and
information
systems to
provide
secure
commercial
services to
gain
customer
Trust
(Thakur et
al,2016).

Provide secure
communication
methods
between patients
and medical
institutions by
guiding toward
proper use of Emails such as
avoiding
malicious
attachments and
using antispam solutions
or avoiding
open executable
files.
(Gardazi and
Shahid, 2010).

Provide
secure
communica
tion
methods
by proper
use of Emails and
digital
signatures
when
communica
tions occur
between
customers
and banks
through
emails
(Lysenko,
2012).

Provide secure
communication
between
students and
universities by
proper use of Emails such as
avoiding
phishing
messages,
suspicious links
and attachments
from
anonymous
addresses and
using filter for
spam messages.
(IT safety and
security, 2013)

Provide
secure
communica
tion for
passengers
and
airlines’
reservation
services
and using
software
filters to
avoid spam
E-mails and
malicious
attachments
.
(email and
network
security,
n.d).

Provide
secure
communic
ation
between
customers
and online
business
and avoid
spam
messages
by
complianc
e with
secure
commercia
l
advertisem
ent E-mail
standards
(Schiff
,2013).

Table 1(continued).

retention data policies

Common
attributes

Health
sector
Rules to
regulate
secure
retention
and
destroying
patients’ data
after medical
treatments
finish; define
periods
allowed to
save personal
data of
patients
(Greene,
2012)

Financial
sector
Rules to
provide
secure
retention of
customer's
data and
annual
reports ,and
pay records
by using
data
encryption
mechanism
s and
disposing
clients data
for old
clients
when
outdated(

Lu.et
al,2013).
These
rules
comply
with
SarbanesOxley Act

Education
sector
Rules for
timely and
secure
retention
of
information
about
students
and
alumni. as
well as
secure
disposal of
data related
to old
students to
ensure
secure
retention.

Aviation
sector
Rules for
secure
retention of
passenger
name records
by
encryption
and
anonymised
storing of
any old
database of
passengers
and to
prevent
keeping
scanner
images of
passengers

(Lu.et al.,
2013).

(Brouwer,
2011).

E-commerce
sector

Rules to
provide
secure
retention of
clients’ data
and prevent
storing of
financial
information
of clients
such as
credit card
numbers,
and
expiration
dates of
credits or
storing just
for specific
periods and
provide
secure backup of clients
data comply
with (Lu.et
al,2013).
Comply
with
SarbanesOxley Act

access control policy

Mechanisms
manage
access to
patient's data
and health
systems as
well as
medical
applications
to prevent
unauthorized
access
Comply with
HIPAA
regulations

(Zhou.et
al., 2016).

Mechanism
s to create
strong
authenticati
on to
control
access to
bank
services in
order to
protect
account and
confidential
ity of
customers’
data.

( Li et al.,
2016).

Mechanism
s to manage
access by
students or
faculties to
educational
websites of
universities
and control
access by
students to
their
academic
sites; and
prevent
unauthorize
d access.
(Luminita,
2011).

Mechanisms
to manage
access
control and
provide
authenticatio
n to access
aviation
services or
airport areas
and prevent
unauthorized
access
(Iyer and
Siddhartha,
2012).

Mechanism
to manage
access
control such
as strong
passwords
to access
commercial
websites
and make
financial
transactions.
(Schiff,
2013).

Aviation
sector

E-commerce
sector

Table 1(continued).
Common
attributes

Health sector

Financial
sector

Education
sector

cloud computing security policy

Protect all
computer ,
network
,information of
cloud
computing
such as all
servers
providers ,data
server
providers and
IT medical
applications
servers to
provide secure
communicatio
n between
patients and
servers
providers in
health cloud
by using
authentication
mechanism
and firewall
devices and
other security
measures.
(Lynda et al.,
2015).

Protect
network
,computer
information
of bank
cloud to
provide
secure
services
between
clients and
financial
institutions
by using all
security
measure to
protect data
, bank
application
,transaction
s.
(Gilster,
2014)

Protect all
data server
providers,
academic
programs
and to
provide
secure
connect
between
students and
universities
or
educational
institutions
to protect
data,
applications,
transaction.
( Pearson et
al , 2012

Protect data ,
airline
applications ,
reservation
applications
and provide
secure
connect
between
airports and
clients by
using all
security
measures to
protect data,
applications,
transaction
.(Somani et
al. , 2010).

Protect data
,services, and
application to
provide secure
commercial
services,
secure
financial
transaction by
using
authentication
mechanism to
reach online
business and
using firewall
and IPS,IDS
to provide
secure
communicatio
n. As well as,
using bank ID
as an
electronic
identification
and service
that offers
secure
electronic
identification
and signatures
on the
Internet.(

Schiff,
2013).

network security policy

Protect all
computer
and network
devices,
traffic
network to
provide
secure
communicat
ion between
patients’
end-point
and doctors
or nurses by
using multi
security
layers such
as firewall,
IDS, IPS
(Kumar and
Lee, 2012).

Protect all
computers
and
network
devices to
provide
secure
traffic
between
two PCs in
financial
institutions
by using
multi
security
layers.
("security
policies",
2012).

Protect all
computers
and network
devices to
provide
secure
communicati
on between
to PCs in
educational
institutions
by multi
security
layers.
(Barik and
Karforma,
2012).

Protect all
computers
and network
devices to
provide
secure
communicati
on between
to PCs in the
aviation
sector by
multi
security
layers
(Billois,
2016).

Protect all
computer
network
devices to
provide
secure
communicat
ion between
PCS in
commercial
services by
multi
security
layers
(Schiff,
2013).

4.6 Summary of results
This chapter discusses the results of this thesis and provides answers to the
research questions posed in Chapter One. The aim is to find, firstly, what is the solid
secure infrastructure of each enterprise or company? Secondly, what are policies that
organizations should apply in cyber security? Thirdly, what laws are

to be

implemented in an organization to ensure such security? Fourthly, what are the
mechanisms and tools that companies use to prevent malicious intentions? Fifthly,
what is the security policy agreement or suited security policy of each company.?
As seen from the proceeding chapter, there are many common cyber security
policies of different enterprises. The matrix in the previous chapter shows these
common cyber security policies. The results clearly relate to the answer to two key
questions: what are the security needs of each organization depending on their
information and resources kept by each. Second, what are the highest-priority
security policies for each organization.

The research findings of this study can be summarized as below and wellsupported by other researchers:
1) Privacy policy results: As seen from the results matrix, any organization
dealing with healthcare, financial, and educational sectors should use privacy
policies to protect sensitive personal information that include health information
and financial information as well as those found at universities. These three
organizations should comply with the HIPAA Privacy Act, GLB Act, and FERPA
Act. Moreover, E-commerce sectors should comply with the Fair Credit Reporting
Act to protect consumers’ credit card information. To implement privacy and
maintain the confidentiality of data, using encryption or authentication
mechanisms is strongly supported by various researches (Schwartz and Solove,
2011 ; Murray et al., 2011 ; Lluch ,2011 ; London ,2013; Yoo, 2012). The results
indicate it should be there are privacy laws to protect passenger's data. One good
example, the Lowa Bank enterprise protects their sensitive customer data by
implementation encryption mechanism to encrypt all financial customer's data and
ensure the privacy of customers (Ismail et al, 2013).

2) Data protection policy results: Further results show that all enterprises
(health, banking, aviation, education, and E-commerce) should have data
protection laws to protect all personal information in two types: personal
identifiable information and personal non-identifiable information, as support by
(Lambert, 2017). Also, there is an indication that all enterprises should embrace
the European data protection regulation principles to protect their personal data of
customers, as supported by (Allen and Overy, 2016).The results indicate it
should be there are formal data protection laws to protect individuals personal
data and it must be there are penalties if these data violated. The Barnsley hospital
is one of the enterprises embraces data protection Act 1998 principles to ensure
fairly and lawfully processing personal data of patients (Kierkegaard, 2011).

3) Information security policy results: The outcomes explain all industry
enterprises need to have effective information security policies and strategic plans
based on the research performed by( Kayworth and Whitten, 2012). The ISO
17799 is an important resource to build solid information security policies in each
organization throughout different domains such as universities, banks, and Ecommerce, as supported by (peltier, 2016). The E-commerce and banking sector
should use The Payment Card Industry Data Security Standard that protects
information related to customers. Also, there is further indication of the
importance of using BS 7799 and ISO27001 information security standards as the
proper standards in E-commerce industries, and that universities should comply
with the Information Technology Infrastructure Library standards, as also
supported by (Susanto et al., 2011).The results indicate it should there are
effective information security policies to protect enterprise's information. The
Leicester University is one of the good examples for the enterprise that comply
with the ISO 27001 standard framework to protect their information and
information system (Maher, 2017).
4) Email security policy results: Further results based on researches indicate that
any enterprise (bank, E-commerce, health, aviation, and education) should comply
with and embrace the CAN-SPAM Act principles to regulate sending commercial
emails and prevent spam messages, as supported by (Kigerl, 2014) and (Miller,

2017) who advise that using secure mail servers as security policies protects
business Emails. However, the health sector should comply with the HIPAA Act
to protect the electronic mails of patients, as mentioned by (Blesi, 2016).
Universities and colleges should additionally use spam filtering techniques to
prevent any unethical messages and isolate phishing mails and spam from
illegitimate e-mails to provide secure communication between students and
universities, as fully supported by (Beck and Zhan, 2010). The results conclude
Can-spam Act is one of perfect security to provide secure communication
between client and establishments. The email security policies in Amazon
enterprise include using Anti-spam filters and inform all customers report a
phishing or spoofed e-mail messages and do not respond these messages before
ensure that it from Amazon (Schiff, 2013).

5) Data retention policy results: The results further indicate that any
organization dealing with and retaining high amounts of financial reporting such
as financial sectors and commerce should comply with and embrace the SarbanesOxley Act principles to build trust and confidence with customers. Also, this act
prevents changes in the business data retained to ensure integrity of such data as
well as that of financial reports, as mentioned by (Hasan and Winslett; 2011).
However, health sectors should have data retention policy as well and retain
personal health information for specific periods of time to ensure privacy, as fully
supported by (Greene, 2012) . In the aviation sector, retention policy should be
applied to keep passenger name records in anonymity and not destroy them, as
mentioned by (Brouwer, 2011). Plus, all universities should comply with data
retention policies to secure retainment of alumni data and records to ensure
privacy, as supported by (Prinsloo and Slade, 2013). The results of this study state
importance enact formal data retention law in each enterprise to keep client's data.
Wesleyan University is one of enterprise that used data retention policies such as
prevent retention any student's information includes health information, financial
information, student records if there are not necessary to keep it. As well as,
prevent keep user data that delete from the user system and student's email after
30 days while preventing retrieval deleted data from shared network drives and
file locations after 120 days (Lu.et al., 2013).

6) Access control policy results: Access control policy and techniques play
important

roles

in

banks,

educational

institutions,

and

E-commerce

establishments. For banks and E-commerce, access control policy should be used
to mange authorized access into bank accounts in cyber environments of banks
and prevent any unauthorized access (Martin et al., 2014;Goyal et al.,
2012;Yildirim et al, 2011). For educational institutions and universities, access
control secures access and protects data in various scientific communities and
academic Clouds and universities’ networks by means of authentication
mechanisms, as supported by researches (Demchenko et al, 2013; Li et al, 2016).
In the aviation sector, access control should be embraced to prevent the misuse
and abuse of automatic dependent surveillance systems and broadcast data to
ensure privacy for location users and aeronautical telecommunication networks
data to prevent aircraft systems from interference with other aircraft systems
communications, as mentioned by (Sampigethaya et al , 2011). The results of this
study state each enterprise should embrace access control policies to regulate
access to their systems and services. Access control policy one of security policies
used in Morse Watchmans airport to protect critical asset and location in this
airport from unauthorized access. For example, use data biometric to recognize
airport's workers from unauthorized individuals. In addition, access control
policies had been implemented in this enterprise by using keys, or work shifts in
question (Kölle et al, 2011).

7) Cloud computing policy results: Based on the studies, it can be concluded
that most current enterprises need security and privacy of their Cloud computing
environments. These enterprises include E-commerce,

aviation, banking,

universities and colleges. The health sector should comply with the HIPAA
privacy regulations in their Clouds as there is a special need for privacy and
transparency due to the nature of data dealt with in these enterprises which
include health information, financial information, credit card information, and
lastly intellectual property, as advocated by researches (Larsen,2013; Mircea and
Andreescu,2011; Sunyaev and Schneider,2013). Moreover, The Federal
Information Security Management Act is an important piece of regulation to fit in
security issues in business Cloud computing, as mentioned by (Almorsy.et al,

2011). The results of this study state it should enact formal privacy and security
law for business cloud computing. One of cloud security policy in Asian hospital
is use transparency in cloud computing servers locations and operations and
depend on access control mechanism to access health cloud services (Li et al.,
2015).

8) Networks security policy results: As mentioned by (Talib ,2016; Strand,
2016) any enterprise and private company sector such as in health, finances, Ecommerce, education, and aviation should comply with and embrace the
protecting cyber networks Act to share cyber threats information with respect for
the privacy of network users to help enterprises and businesses to defend
themselves against cyber attacks. The health, banking, E-Commerce, and aviation
sectors should additionally use network security policies such as firewall,
intrusion detection and prevention systems, and encryption mechanism to protect
their networks, as supported by (Kaushik and Singhal,2012; Martins et al , 2014;
Susanto and Almunawar,2012; Yilidirim et al,2011; Sampigethaya et al
,2011;Stahl et al , 2012). The results show it should used modern network security
policies to protect any enterprise such as banks and other enterprises against any
updated outside attacks. For instance, one of network security policies embrace in
Triumph bank enterprise is using multiple firewall and intrusion systems devices
to filter all traffic network and prevent any malicious outside computers. In
addition, this enterprise encrypted all data transmit their networks by complying
with secure socket layer (Cobb, 2011).

9) Website security policy results: Many researchers advocate that website
security policy represents a critical issue in financial, educational, and Ecommerce sectors to build trust with customers that agree with studies (Wu and
Irwin,2016; Kaya and Kahraman,2011; Hartono et al, 2014) to prevent cross-site
scripting and click-jacking attacks that inject malicious codes into websites
supported by (Patil et al., 2013) and to deal with same-origin policies and content
security measures supported by (Saiedian and Broyles, 2011). One of the
important suggestions in this study it necessary there is Formal Act to enact
websites security policies to assess the security web applications of e-commerce.
One of website security policies in Boston medical center prevents sharing

patient's information that collected from center's website with the third party and
center never access or set cookies stored in patient's computer to ensure the
privacy of patients (Garcia, 2012).

10) Physical security policy results :There is the highest priority regarding this
matter to protect critical infrastructure and cyber-physical systems for healthcare
and airline systems, compared to other industries, as mentioned by (Rajkumar et
al. ,2010). Furthermore, not only health and aviation sectors, but also banks and
financial systems should attach the highest priority to this issue of protecting their
infrastructure, as supported by (Yusta et al.,2011; Sampigethaya et al.,2011;
McCallie et al. ,2011) who explain that tampering with critical infrastructures can
lead to a loss of all important assets and, in many cases, loss of lives, economic
stability and national security. The results of this policy state it should there are
formal physical security law to protect critical infrastructure in each health sector,
financial sector, aviation sector and it should there are penalties if this asset
damage. Some physical security policies have been used in Kaohsiung
international airport includes using monitoring and surveillance devices to protect
airport equipment and protecting airport's computer systems by using some antivirus and anti-spyware programs (Pauna, 2011).

CHAPTER 5
DISCUSSIONS OF COMMON CYBER SECURITY POLICIES AND
CONCLUSION
This chapter will discuss the results and conclude the outcomes and future work.
5.1 Discussion of common cyber security policies
As observed from the matrix results, there are ten common cyber security policies in
five enterprises in sectors as health, finance, education, aviation, and E-commerce.
However, these results also indicate that there is a difference in terms of the priority
or importance degree of cyber security policies among these enterprises. The
reasons for this difference lies with the business needs and the nature of the
information controlled by these enterprises or organizations. Privacy policy appears
to have a high priority among all these enterprises, the reason for which is the
sensitive nature of the information dealt with.
This agrees with the study of Schwartz et al. (2011), which explains privacy laws as
regulations to protect personally identifiable information and which does not include
non-personally identifiable information. Additionally, these authors pointed out some
important privacy policies, such as Family Educational Rights and Privacy Acts to
protect students’ personal information, the Gramm-Leach Bliley Act on privacy law
to protect financial information, the fair credit reporting Act to protect credit
information. Moreover, other authors such as Murray et al. (2011) referred to privacy
as an important requirement of healthcare sectors because of the sensitive nature of
health information, further pointing out that the Health Insurance Portability and
Accountability Act in privacy law protects such personal health information. Others
like Mironenko (2011) examined how to protect the privacy of passengers by the
balance between human rights protections and security measures, for instance
disclosure related to any information obtained by devices showing body features at
airports, and health or religion of the passengers.

Also, the results are found to be of importance in the security of Cloud computing in
these enterprises. Accordingly, Chen and Zhao (2012) studied security and privacy in
Cloud computing in business environments and enterprises, such as E-commerce
systems, to ensure the security of credit information and healthcare systems for
clients and patients. Meanwhile, Sunyaev and Schneider (2014) explained the
importance of security and privacy requirements in sectors such as healthcare and
finance. Moreover, Mircea and Andreescu (2011) studied Cloud computing at
universities from two perspectives, security and management, and
importance

of

security

in

educational

institutions.

reiterate the

Larsen

et

al.

(2013) explained security issues in Cloud aviation, such as protecting sensitive
passenger data, to ensure privacy. Almorsy et al. (2011) defined the standards for
Federal Information Security Management Act to fit the security of Cloud computing
model.
According to the results, the security policies for websites represent critical issue in
the banking and E-commerce sectors. This has been supported by study of Kaya and
Kahraman (2011), who point out the security of banking websites in financial
sectors. The authors explain the importance of evaluation and monitoring quality of
bank websites, referring to the role of these websites for access by customers to their
online accounts via the Internet as in the case of virtual or internet banks. Further
indicated in that work is how security has an impact on the quality of financial
services that attract customers and are crucial for client satisfaction, and that there is
an evident connection between customers as the end-users and bank websites as the
information system of the bank. The authors point out security as one of the factors
in website quality assessments, and that there are security elements in this respect
such as the context of the website, data privacy of customers, and access control
mechanisms. While, Hartono et al. (2014) indicate that security of electronic
commerce and online shopping websites is considered as a critical issue for
consistency to be promoted and strengthening buyers’ confidence and expectations.
In that work, the authors referred to using some mechanisms to provide secure
banking website services, such as digital signatures to ensure confidentiality,
integrity, availability, and non- repudiation. Moreover, the authors explained
customer concerns about commercial websites’ security issues that lead them to
hesitate to shop online, and added that high levels of website security lead to greater

intent to buy on-line and to use banking site. In addition, increasing security and
improving the quality of websites can lead to a continuous use of E-commerce
websites and that such security not only has a positive effect on customers trust, but
also it reduces potential risks to E-commerce context. The authors explain
confidentiality as limited access or proper disclosure of information, and that one can
assure confidentiality of data by using encryption and authentication mechanisms.
Integrity is prevention modification and change of data by means of digital signature
or anti-virus applications. Availability is the degree of accessible information by
using backup systems and anti-distributed denial of service attacks. Lastly, nonrepudiation is the degree of not denying valid information to be sent to customers by
the supposed sellers, and can be assured digital signatures.
Further results show the importance of physical security policies in the financial,
health, and aviation sectors.

This is in agreement with the study in (2011) by

Yusta et al., who examine the security for critical infrastructure protection. There,
the authors carried out a survey of The Organisation for Economic Co-operation and
Development (OECD) countries about the protection of critical infrastructures,
especially in Europe and the United States. They define critical infrastructure as all
assets regarded as vital resources for any country that, if tampered with or destroyed,
can lead to loss of lives or serious negative impacts on health and safety or on the
economy and national security. Important critical infrastructure is defined from the
industry’s perspective such as health, aviation, finance and bank, and transportation.
The authors review different tools, applications, and methodologies to protect such
infrastructures. Additionally, Rajkumar et al. (2010) describe cyber-physical systems
as those controlled, monitored, and integrated within computing and communication
environments, adding the importance of safeguarding critical infrastructures and
physical environments of industries such as aerospace, health, and transportation
systems protect, medical devices and real-time facilities of air travel, building,
communication devices, and transportation vehicles by using intrusion detection,
sensors, and monitoring systems.
Another aspect highlighted by the results is the importance of retention of data
policies in these enterprise (health, finance, education, E-commerce, and aviation
sectors). The results are in agreement with a study in 2012 by Greene, who referred
to the importance of complying with retention data policies to keep e-personal health

information. The author also explains that one should retain electronic-personal
health information for just a period of time before disposing of these personal
sensitive data to ensure the privacy of patients, further adding that the retention of
data policy for health information should comply with Health Insurance Portability
and Accountability privacy laws. This is while Hasan and Winslett (2011) studied
data retention of business records in financial organizations, and that the SarbanesOxley Act serves to regulate this process to ensure the integrity of businesses records
and the preservation of immutable copies of emails, spreadsheets, and financial
reports. The authors also state how these information should be disposed of
periodically. On other hand, Prinsloo and Slade (2013) studied security policies of in
higher education to protect academic data, indicating the ethical policies required to
deal with student data such as by retention. The authors explain that such retention
includes all types of data: personal, administrative, or research and academic records.
It is explained that universities should adhere to data retention and security policies
to protect data regarding students, and that all universities should comply with
retention and security policies to keep Alumni data and records safe. Meanwhile,
Brouwer (2011) indicates the importance of retaining passenger names’ records to be
used for investigation into terrorist offences and other crimes, namely that such
retention should be limited to a period and respect privacy in a way that hides any
elements that can lead to identifying passengers.
Further, according to the results E-mail security represents an important aspect in all
of the sectors stated earlier. Accordingly, Brar et al.(2012) studied the security and
safeguarding of information exchange between customers and banks by referring to
the importance of protecting mails in E-commerce and banking activities from
phishing efforts to try and steal credit card or financial information of customers.
Furthermore, Beck and Zhan (2010) also pointed out the protection of E-mail
services in academic environments and exchanged between students and their
universities. Again, Blesi (2016) referred to the importance of protecting E-mail of
patients and how hospitals should comply with health insurance portability and
accountability privacy laws to maintain the privacy of patients’ emails. Moreover, in
2012, Stulz et al. examined the importance of secure emails in the aviation sector for
sending ticket confirmations, boarding information and airport check-in systems.
Kigerl (2014) stated that there should be compliance with Controlling the Assault of

Non-Solicited Pornography and Marketing (or CAN SPAM) Act to ensure the
security of commercial emails, further indicating the role of this act’s enforcement to
set the rules for commercial emails sent between customers and businesses in an
effort to deter email spam.
There is also the importance for network security policies in each enterprise
supported by a study in (2016) by Taplin, and of Segal on the importance of
managing cyber risks in health,

financial, and all other private enterprises by

complying with the Cyber Network Act to improve the defensive measures in these
sectors. The authors also explained the role of the Act to enable enterprises to share
threats to cyber information in order to help businesses to defend themselves against
them and improve cyber security with respect to the privacy of network users.
Access control policies are also essential in both educational and financial sectors.
Accordingly, Demchenko et al. (2013) explained the importance of security
measures and access control mechanisms to manage access to academic websites and
secure access to libraries and other scientific information repositories. The authors
also defined the role of access control mechanisms in academic clouds of universities
or network colleges. Furthermore, in (2016) Li studied the role of access control
mechanisms in managing financial services and the cloud of banks to prevent
unauthorized access and ensure trust on behalf of the customers. The author refers to
providing authentication of the transactions conducted by banks and protecting
financial information belonging to customers, while further elaborating on how such
control techniques manage access to the Cloud of banks and financial institutions to
prevent unauthorized access.
According to the results, information security is a critical issue in all enterprises,
which agrees with Peltier (2016), who defined the purpose of information security
policies as to protect precious information resources of companies and enterprises
from wrongful access, modification, disclosure, or destruction by unauthorized users.
The author also pointed out that every company or enterprise needs to have effective
information security policies to protect their valuable information and that this
should be done in universities and businesses, further suggesting that all
organizations and enterprises should comply with the ISO 17799 standard as its
information security policy. Moreover, Susanto et al. (2011) defined different

information security standards by referring to the importance of various information
security policies, such as ISO 27001 as an industrial and commercial standard and
the British Standards 7799 information security standard to be used in trade, Payment
Card Industry security standards to prevent credit card fraud and in accordance to
organizations’ way of handling due card payments. Kayworth and Whitten (2010)
also explain the importance of using effective information security management
strategies in different organizations and the reason for this being that information is
core in any business or firm, further adding that using information security policies
prevents exposure to financial mishaps or bad reputation by means of protecting
valuable information.
Further, the results show the importance of data protection policies in each enterprise
as important issue. Accordingly, Lambert (2016) studied the European General Data
Protection Regulation and explained the need for using this regulation in enterprises.
The author explained the purpose of data protection laws to safeguard all personal
data including

identifiable and non-identifiable information. the author also

explained the importance of the formation of data protection offices in any
organization, and that all employees inside the organization and customers outside
need to be informed as to how to protect their personal information. In addition, in
(2016) Allen and Overy studied the European General Data Protection Regulation
principles and proposed certain steps to achieve the standards as per the principles.
First, prepare for data security breaches by using effective security policies; second,
establish a framework for accountability if there are any violations of data belonging
to customers, and embrace privacy in processing the data and handle them as such;
third, analyze the legal basis on which one uses personal data and check privacy
notices and policies by using clear security policies in organizations. Additionally, to
bear in mind the rights of data subjects such as those concerning data portability and
the right to erasure; finally, remember that there are rules for transferring personal
data in case of cross-border transactions.
In order to build secure infrastructure for any customer-server enterprise. It should
embrace security policies according to the field of business. In this study, we found
that the importance of security policy differences their priority from enterprise to
enterprise depend on business needs and nature information under control these
enterprises.

5.2 Conclusion
In this age and time, the use of information and communication technology has
become commonplace in different enterprises. However, there has been numerous
problems concerning cyber security. Therefore, the issue deserves more attention to
protect information and communication infrastructures of any enterprise. Security of
cyber space's is an important element to be considered to maintain safekeeping of
customers’ information used by enterprises from suspicious people and programs on
the Internet. The goal of security in cyber space is to ensure confidentiality, integrity,
and availability of systems and their elements. One of such security measurements is
security policies that protect the cyber space of enterprises.
The present study investigates and discusses the various cyber security policies
enacted for appropriate management of customers’ information to ensure trust
and meet their expectations. Moreover, we have examined common cyber security
policies of different enterprises, each of which represent a different approach to
customer handling. Five different sector enterprises were addressed, namely health,
finance, education, aviation, and E-commerce. The aims were as follows: first, to
build a strong infrastructure in each enterprise; second, to investigate the security
laws and policies within each sector; and third, to specify which security policies are
shared among all enterprises. For this purpose, a matrix was built to show a
comparative view of common cyber security policies in these five enterprises.
It has been observed that ten important security policy areas are common among
the five enterprises: privacy, access control, network security, website security,
Cloud computing security, physical security, Email security, data retention, data
protection, and information security.
The outcomes conclude that these ten security policies should be used in all of
these enterprises to achieve an optimal security solution. Moreover, certain cyber
security policies prove to be more critical when compared to others and any
organizations dealing with healthcare, finance, and education should use privacy
policies to protect sensitive personal information in the related field as well as other
sensitive data.

Some privacy laws are also essential, such as the Family Educational Rights and
Privacy Act to protect personal student information, the Gramm-Leach Bliley
Privacy Law to protect financial information, Fair credit Reporting Act to protect
credit information, and the Health Insurance Portability and Accountability Privacy
Law to protect personal health information.
According to the results, there should prevail a balance between human rights
protections and security measures, such as protecting any information regarding
privacy and those that emerge as a result of using body scanner devices at airports.
Parallel to this, enterprises and organizations should have data protection laws for all
personal information of their customers in two types forms: identifiable information
and non-identifiable information.
In addition, ISO 17799 is an important resource to build solid information security
policy within each organization in different sectors such as universities , aviation,
banks, E-commerce, and health institutions. All enterprises should comply with and
embrace the CAN-SPAM Act to protect Emails of customers from phishing
messages and spam. As to the aviation sectors, data retention policies should keep
passenger identification records in anonymity for a certain period of time and in code
form to not disclose identities. Whereas data retention policies regarding health
information should respect patients’ privacy, too.
Other outcomes reveal that financial sector enterprises should comply with the
Sarbanes-Oxley Act to protect business records and retain their financial data to
ensure integrity. On the other hand, access control policies in educational institutions
need to be adopted to prevent any unauthorized access attacks to scientific
communities, and academic Cloud, within universities’ networks.
As to enterprises involved in E-commerce, aviation, banking, universities and
colleges, further result show the applicability of the Federal Information Security
Management Act to Cloud security. Enterprises and private companies in all of these
should comply with and embrace the protection of Cyber Networks Act In this
respect, website security policies represent a critical aspect of the operations in the
financial, educational, and E-commerce sectors to build trust between the
establishments and their customers and prevent cross-site scripting and click-jacking
attacks capable of injecting malicious software.

The highest priority appears to be in protecting critical infrastructure and cyberphysical systems for healthcare, finance, and aviation sectors. Such importance, of
course, varies from enterprise to enterprise depending on the specific business goals,
the information held by

organizations, and the security requirements of each

enterprises. The general finding of the matrix formed in this research reveals that
there are ten common security policies, with privacy policy as one of the most
important ones to protect information customer from disclosure, use, transfer, or
modification without the knowledge of the customers, which also implies system,
and enterprise, protection from any and all unauthorized users.
In spite of the similarities and common needs among these enterprises in terms
of cyber security policies, there is a degree of contrast in terms of priority to protect
cyber environments. The results found that there are some security policies
with very close priority percentages among the enterprises. On the other hand, other
security policies are different in percentage. From the results, it can be seen which
enterprises require higher when compared to the rest. In this respect, it is strongly
believed that the present research is a first step in the long way to further develop the
cyber security of enterprises and organizations.
Based on this thesis and the analysis results of comparative matrixes, some
recommendations can be made to the security branches within each enterprise:

First, creation of a team in organization for the purpose of training employees as to
the adopted security policies by focusing on how to avoid phishing Email and spam
messages. Second, dissemination of security policies and informing all employees or
stakeholder of each organization or enterprise, in addition to accountability acts and
disciplinary actions in case such policies are not complied with by employees. Third,
formation of a cyber security office in each organization or company to manage the
security of information and communication infrastructure of each organization, with
an important duty to apply security policies in technical and managerial aspects of
the organizational operations, for instance, as the use of firewall, intrusion detection
system, and cryptography to protect the networks. Moreover, all enterprises should
embrace Cloud security policies to protect their Cloud environments. In this respect,
compliance with privacy and security measures is necessary to protect customers’
data. Fourth, leadership and follow-up practices to track and manage the

implementation of these security policies in each field throughout the information
and communication infrastructures of all enterprises.

5.3 Limitations
Although this research achieved its goals and despite all efforts in its preparation,
there are still some unavoidable limitations. To begin with, lack of time – mainly
three semesters – may have played a role in not fully grasping the subject matter of
this research, which would have ideally taken more time to prepare to satisfaction by
including details on topics, in particular abbreviations. Second, this research does not
include the cyber security of all enterprises, such as communication industries to
name one. Finally, more field work or survey of some current enterprises could have
improved this study in order to understand what security requirements there are in
other various enterprises.

5.4 Future Work

While this research has demonstrated cyber security policies of various enterprises
and compared their common attributes, there are many opportunities for extending
the work of this research in many directions. One way is to extend the number of
enterprises by including, for example, the communication industries. Next, it will be
more effective if some field work is carried out and interviews conducted with each
security policy office of the enterprises with questionnaires or surveys to add more
data for analysis. The third direction is to draft formal laws or regulations for each
enterprise’s cyber security that currently does not have any such formal codes of
their own. Finally, it is strongly believed that this research can serve as a stepping
stone to write more comprehensive cyber security policies in future, especially
considering that future enterprises can be more demanding in terms of security of
networks and operational procedures.
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